CYBER BEST PRACTICES

Incident Response Plan Review
Review written plan for responding to cyber incidents +
identify third-party vendors who may assist.

Conduct a Tabletop Exercise
Conduct routine tabletop exercises to test incident
response plans.
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Conduct a Emerging

Assess Emerging Technologies
Tabletop Exercise Technologies ging &

Evaluate options for new technologies (Al, etc.) to
improve cybersecurity posture.

Review Incident
Response Plan

Evaluate vendor management program and ensure
agreements require adequate security controls.
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Data Mapping
Procedures

Cyber Insurance
Assess the current cyber insurance policy to ensure

Vendor Cyber Insurance - : :
sufficient coverage and potential exclusions.

Management

Data Mapping Procedures
Conduct a data mapping exercise to evaluate what
information is collected, where it is stored, etc.
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