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GOT PRIVILEGE? 
BEST PRACTICES TO 

PROTECT PRIVILEGES 
DURING AN INTERNAL 

INVESTIGATION
by James Holloway

W henever a provider begins 
an internal investigation 
into a compliance 

concern—whether prompted by an 
employee complaint, a government 
inquiry, an audit, a media report, or 
other factors—the protection of legal 
privileges should be top of mind. 
Internal investigations typically 
involve candid and confidential 
discussions regarding a provider’s 
failure to comply with regulatory 
requirements, standards of care, or 
policies. Sometimes there are internal 
discussions about the provider’s 
awareness of past non-compliance and 
the failure to take corrective action. 
There are numerous cases in which a 
provider was hit with a large verdict or 
forced into making a large settlement 
payment, because the government or a 
private party was able to obtain highly 
incriminating internal documents that 
could have been validly withheld from 
disclosure if the provider had taken 

the necessary steps to establish and 
maintain recognized legal privileges. 
That is an unforced error that providers 
should strive to avoid.

Common legal privileges for an 
internal investigation
Two legal privileges are usually 
available to protect internal 
investigations. The attorney-client 
privilege protects written and oral 
communications that are intended 
to be confidential between a client 
and their lawyer, and the privilege 
applies if a significant purpose of 
the communication is obtaining 
or providing legal services. 
Communications between the provider 
and its legal counsel during the 
course of an internal investigation 
could potentially be protected by the 
attorney-client privilege. The work 
product privilege protects materials 
prepared by or at the direction of a 
lawyer, for litigation or in anticipation 
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...outside parties 
that have a financial 
incentive to push 
for the information 
may drag providers 
into court, where 
providers will have 
the burden of proving 
that privileges apply.

of litigation. In many cases, an 
internal investigation is conducted 
in anticipation of litigation, so the 
work product privilege may be 
available.

With any internal investigation, 
providers should have two related 
goals in mind. First, establish 
the privileges for internal 
communications and materials 
made during the investigation. Then 
protect those privileges by avoiding 
disclosures of information to outside 
parties that result in a waiver or loss 
of privileges.

Importance of privileges
Why should providers care about 
privileges? Because government 
regulators and plaintiffs’ lawyers 
seeking to extract enormous 
payments from providers know that 
the provider’s sensitive internal 
communications and records are 
likely the best evidence to prove 
any intentional, willful, malicious, or 
reckless non-compliance. Although 
providers may attempt to assert 
privileges to prevent the disclosure 
of such information, outside parties 
that have a financial incentive 
to push for the information may 
drag providers into court, where 
providers will have the burden 
of proving that privileges apply. 
Courts scrutinize assertions of 
privilege and do not hesitate to 
reject privilege claims that are 
not valid. In such cases, courts 
will compel providers to produce 
the information they attempted to 
withhold. And the forced disclosure 
of information that demonstrates a 
provider’s non-compliance may have 
devastating consequences for the 
provider.

Therefore, it is critical to 
establish privileges at the outset 
of an investigation to make 
sure that information gathered 
throughout the course of the 

investigation is protected. Providers 
must use a lawyer to assure that 
privileges apply, so either an 
in-house or outside lawyer should 
be involved from the beginning 
of the investigation. Although a 
communication with an in-house 
lawyer may be privileged, a 
provider’s in-house lawyer 
sometimes functions in a business, 
non-legal capacity. Similarly, 
sometimes a provider’s compliance 
officer is a lawyer, and the 
compliance officer may provide both 
business and legal services to the 
provider. In those instances, it may 
be more difficult to demonstrate 
that a communication with an 
in-house lawyer was for the 
purpose of obtaining or providing 
legal services on behalf of the 
provider. The involvement 
of outside counsel who does 
not serve a routine business 
function within the company 
makes it easier to prove that a 
significant purpose of confidential 
communications with a lawyer 
was obtaining or providing legal 
services for the provider.

Many internal investigations 
require the use of outside 
consultants, such as medical, 
billing, or accounting experts. 
Confidential communications 
with those experts, and the work 
product of those experts, may 
be protected by legal privileges if 
the experts are being used to assist 
a lawyer in the delivery of legal 
services to the provider. Thus, the 
experts should be retained by the 
provider’s lawyer to demonstrate 
that the experts are working 
specifically to assist the lawyer with 
the delivery of legal services.

Misconceptions about privileges
It is important that information is 
protected by privileges upon its 
creation, because non-privileged 

information created during an 
internal investigation cannot 
later be converted into privileged 
information. Thus, a provider that 
gathers information through its own 
investigation, before bringing in a 
lawyer, cannot make the information 
privileged simply by passing it on 
to a lawyer who is brought in later 
during the investigation. Although 
providers may be tempted to hold 
off using a lawyer unless and until 
damaging information is discovered 
during the investigation, that tactic 
will not assure that the information 
is protected by privileges. 

There are some other common 
misconceptions about using lawyers 
to create privileges. Having a lawyer 
join a meeting or including a lawyer 
in an email or memo will not by 
itself assure a privilege. Likewise, 
taking a communication between 
non-lawyers and forwarding it to a 
lawyer will not assure a privilege. 
Discussions at a meeting or in an 
email or memo cannot be protected 
by the attorney-client privilege 
unless the discussion involves 
a lawyer, the communication 
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is intended to be confidential, 
and a significant purpose of 
the communication is obtaining 
or providing legal services. 
Confidential materials prepared 
during an internal investigation 
and later given to a lawyer cannot 
be protected by the work product 
privilege unless the material was 
prepared by or at the direction of 
a lawyer, either in anticipation of 
litigation or for a pending litigation. 
Furthermore, labeling documents as 
“privileged” will not assure that they 
are actually privileged. A provider 
ultimately may be forced through 
a court proceeding to produce 
material labeled as “privileged” if 
it did not meet all the criteria for 
privileges to apply.

Avoiding waiver of privileges
Once a provider establishes 
privileges for information gathered 
during an internal investigation, 
it is important to avoid a waiver 
of the privileges through a 
disclosure of the information. 
An inadvertent disclosure of 
privileged information to outside 
parties may not necessarily waive 
applicable privileges, but an 
outside party seeking to obtain 
privileged information may argue 
to a court that the disclosure of the 
information was intentional, not 
inadvertent. It is not always clear 
whether a disclosure was intentional 
or inadvertent. Even when there is a 
disclosure that the provider believes 

is inadvertent, there is a risk that a 
court will determine that it was an 
intentional waiver of a privilege.

One common risk of waiver is 
present when email strings are 
created and forwarded. An initial 
email communication between 
a provider’s employee and legal 
counsel may be privileged. 
However, as the email string grows 
with additional communications, 
eventually the email string 
may be forwarded to a recipient 
who should not be receiving 
privileged information, but the 
person forwarding the email 
string neglected to notice that 
an earlier email within the string 
was privileged. Although labeling 
an email as “privileged” will not 
guarantee that it is privileged, 
such labeling warns recipients of 
the email that it should be handled 
carefully because the author 
considers it to be privileged, which 
may reduce the risk of waiver from 
forwarding the communications to 
unauthorized persons. 

The intentional disclosure of 
privileged information usually 
results in a waiver of the privilege. 
Sometimes a provider may consider 
a voluntary disclosure of privileged 
information to government 
regulators as a means to reduce the 
severity of punishment imposed 
by the government. There may be 
valid reasons to disclose privileged 
information, but it will likely 
waive applicable privileges. Thus, 

providers should carefully weigh 
the pros and cons of disclosure with 
their legal counsel.

Furthermore, sometimes there 
are multiple providers involved 
in an investigation, and they 
may consider sharing privileged 
information with one another 
during the investigation under a 
joint defense or common interest 
agreement. Such agreements may 
be effective to avoid a waiver of 
privileges, but only if there is an 
actual common interest among the 
parties. Using an agreement that 
merely recites a common interest, 
when there actually is no common 
interest among the parties, will not 
assure that privileged information 
can be shared without a waiver. 
Because there is a risk that sharing 
privileged information with 
another party may not necessarily 
be protected by a joint defense 
agreement, providers should consult 
with legal counsel to evaluate 
whether a joint defense agreement 
will effectively protect the sharing 
of privileged information in a 
provider’s particular circumstances.

Conclusion
Providers conducting an internal 
investigation are entitled to assert 
valid legal privileges, but they 
must act carefully, in consultation 
with legal counsel, to assure 
that privileges are established 
and preserved throughout the 
investigation. CT

 ◆ Be sure to have in-house or outside counsel lined up at the start of an internal investigation.
 ◆ Legal counsel should retain the experts who will be assisting with an investigation.
 ◆ Label materials as “privileged” to alert recipients to safeguard the materials, but do not expect that label to 

protect non-privileged information.
 ◆ Be careful when forwarding or sharing privileged information to avoid waiving privileges.
 ◆ Disclosing privileged information outside the company should only be considered after consulting with legal 

counsel. 
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