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The volume of

international business

conducted by Alabama companies is growing at an
impressive pace. Led by the automotive industry,
Alabama exported almost $18,000,000,000 in goods dur-
ing 2011-and almost $13,000,000 during the first eight
months of 2012-increases of more than 15 percent over
the previous periods.' Businesses in Alabama and
throughout the United States are increasingly exporting
products and technologies to establish or expand their
overseas market share. The United States currently has
multilateral or bilateral free trade agreements with 20
countries, including recent trade agreements with
Panama, Columbia and South Korea, which help to fos-
ter the continued expansion of foreign trade.?

While most of the products and technologies export-
ed from Alabama have dual civil-military uses, a signifi-
cant number of exports feature specific military
applications. Alabama and the surrounding region is
home to a variety of businesses that support the national
defense industry-particularly within the aerospace sec-
tor. From Redstone Arsenal to Fort Rucker and across
the Florida panhandle, government contractors provide
goods, services, technology and software to all branches
of the U.S. military and to U.S. Government agencies, as
well as to allied nations via direct commercial sales, for-
eign military sales or to other assistance programs. U.S.
international trade controls were enhanced during the
Cold War primarily to ensure that sensitive technology
would not be sent or diverted to nations, entities or
individuals hostile to the United States. Export and
other international trade laws are enforced through a
variety of federal agencies, most of which administer

comprehensive regulatory regimes that implement
underlying statutes. Violating international trade laws
can cause immediate harm to U.S. national security. As
a result, violations of such controls carry strict civil and
criminal penalties for offending parties.

This article outlines the international trade controls
generally applicable to both commercial and defense
industries, describes the compliance framework and
enforcement provisions associated with these controls
and highlights typical compliance issues that interna-
tional businesses may encounter. The key takeaway
from this overview is that effective international trade
compliance efforts must span the full spectrum of inter-
national trade controls-not just the particular control
area presenting the immediate concern.

International
Trade Controls

Although most international trade compliance pro-
grams tend to be anchored by export control concerns,
parallel consideration of U.S. economic sanctions pro-
grams, anti-boycott restrictions, customs/import con-
trols, anti-corruption laws, and foreign direct investment
considerations are necessary to ensure full compliance.
There is no single agency, statute or set of regulations that
spell out the precise requirements for a company to fol-
low in order to comply with all U.S. international trade
controls. Instead, a multitude of federal agencies—-many
with their own (sometimes overlapping) regulatory
schemes-govern the transfer of technology, the provision
of services and the shipment of products to or from over-
seas destinations. These agencies are scattered through-
out the U.S. departments of Commerce, State, Treasury,
Defense, Homeland Security, Energy, and others.
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Export Controls

At their core, U.S. export laws and regulations require a com-
pany to (1) determine the export control jurisdiction for its prod-
ucts, (2) classify its products and determine both the type and
level of applicable licensing requirements, (3) conduct due dili-
gence screening on intended end-users, destinations and end-
uses for its products, (4) obtain required licenses and/or
governmental approvals, and (5) monitor export transactions for
unusual developments (called “red flags”) that may trigger export
compliance concerns.’?

Commercial/
Dual-Use ltems

Most exports are regulated by the U.S. Department of
Commerce through its Bureau of Industry and Security (“BIS”).*
The BIS performs its regulatory function pursuant to the Export
Administration Regulations (“EAR”), which are a set of federal
regulations promulgated to serve the national security, foreign
policy, nonproliferation and short supply interests of the United
States.® The statutory authority for the EAR is found in the
Export Administration Act of 1979 (“EAA”).* The EAA is not
permanent legislation, although the President of the United
States generally authorizes the continuation of the EAA pursuant
to authority granted by the International Emergency Economic
Powers Act (“IEEPA”).”

Although the EAR focuses on the export of U.S.-origin items
denominated as commodities, technology or software, its appli-
cation extends beyond the mere export of items from the U.S.
The EAR also covers the “re-export” of certain controlled items
that originate in the United States, but are then sent from one
foreign destination to another.® In addition, the EAR regulates
“deemed exports,” which refers to the release of controlled tech-
nology or source code to a foreign person, even if that person is
located in the U.S at the time of the release.” Examples of deemed
exports include the visual inspection of controlled technology by
a foreign national during a tour of a U.S. manufacturing facility,
an oral exchange of controlled information between U.S. and
non-U.S. persons within the U.S. or abroad, or controlled soft-
ware being e-mailed by a U.S. company to a foreign person locat-
ed in the U.S."* Deemed export compliance is often overlooked
(particularly by companies that do not actively export technolo-
gy) because the concept it is somewhat counter-intuitive. The
“export” occurs entirely within the U.S., but is “deemed” to be an
export to the country of the non-U.S. person recipient. The sub-
ject of deemed exports has arisen for many Alabama companies
since February 2011, when U.S. Customs and Immigration
Services began requiring petitioners to make an export control
attestation in connection with a petition for certain non-immi-
grant visas (including H-1B, L-1, and O-1 visas)."

The EAR controls the export of commercial “dual use” items. A
“dual-use” item under the EAR is an item that, while designed for
civilian use, also has potential military application.'? If the item is
required to be controlled for export, it will be listed/described on
the EAR’s Commerce Control List (“CCL”), which also sets forth
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the export licensing requirements and restrictions applicable to
each particular item." Items located on the CCL are assigned a
tive-character Export Control Classification Number (“ECCN”)
that enables the exporter to identify the applicable export con-
trols." Depending on the reason(s) for control and the intended
country of destination, an exporter may be required to obtain an
export license (or justify a license exception) from the BIS prior
to shipping the item to a foreign end-user/destination.'” Items
not specified on the CCL, but which remain subject to the U.S.
Commerce Department’s jurisdiction under the EAR, are desig-
nated as “EAR-99” EAR-99 items will generally not require an
export license unless mandated by one of the EAR’s general pro-
hibitions (such as a prohibited end-use/user or an embargoed
destination). The vast majority of items exported from the U.S. is
designated as EAR-99 and are exported without a license.

Violations of the EAR are subject to severe civil and criminal
penalties. Civil penalties may result in fines equaling the greater
of $250,000 or twice the value of the transaction per violation.'¢
Criminal penalties include fines of up to $1,000,000 and/or
imprisonment of up to 20 years."” Violating the EAR may also
result in the denial of export privileges, the seizure and forfeiture
of items intended for export, and the suspension of a person or
entity’s right to contract with the U.S. Government.'

Defense Trade

The U.S. Department of State, through its Directorate of
Defense Trade Controls (“DDTC”), regulates the export, manu-
facture and brokering of defense articles and defense services and
the transfer of technical data.” The State Department controls
defense trade pursuant to the statutory authority found in the
Arms Export Control Act ("AECA”), as well as the AECA’s imple-
menting regulations, the International Traffic in Arms
Regulations (“ITAR”).%

The ITAR defines a “defense article” as any item (including
technical data and software) specifically designed, developed,
configured, adapted, or modified for a military application, and
which does not have either predominant civil application or the
performance equivalent to an article used for a civil application.?!
Items designated as defense articles are specified on the United
States Munitions List (“USML”), which is a categorized listing of
all defense-oriented items such as weapons, munitions, aircraft,
tanks, sea vessels, and military equipment.” A “defense service”
under the ITAR is the furnishing of assistance (to include train-
ing) to foreign persons in the design, development, engineering,
manufacture, production, assembly, testing, repair, maintenance,
modification, operation, demilitarization, destruction, process-
ing, or use of defense articles.” Defense services also include the
furnishing of controlled technical data to foreign persons,
whether in the United States or abroad.?* ITAR technical data is
defined as information required for the design, manufacture,
operation, repair, or modification of defense articles.”

Under the ITAR, any entity that manufactures or exports
defense articles, defense services or technical data must be regis-
tered with the DDTC.? In addition, any export (or even tempo-
rary import) of defense articles, defense services or
ITAR-controlled technical data must be licensed in advance by
the DDTC.” Similar to the EAR controls on dual-use items, the



ITAR controls apply to re-exports, re-transfers and “deemed”
exports to foreign persons.”® However, unlike the EAR, which
offers multiple bases for license exceptions and exemptions, there
are only a few narrowly-tailored ITAR exemptions available (e.g,
for certain shipments to close allies or in support of U.S. govern-
ment operations).

While no blanket export licenses exist under the ITAR per se,
companies may obtain approval from the DDTC for ongoing
exchanges/transfers via one of three agreements—Technical
Assistance Agreements, Manufacturing License Agreements or
Warehouse Distribution Agreements. Once the appropriate
agreement is approved by the State Department and executed by
the U.S. and foreign parties involved, it essentially serves as an
export license for the ongoing exchange (usually of ITAR-con-
trolled technical data) between the parties to the agreement.

Because of the restrictive, trade-inhibitive nature of ITAR con-
trols, a manufacturer or exporter believing that one of its prod-
ucts should be controlled under the EAR instead of the ITAR
may request a “commodity jurisdiction,” or “CJ determination in
an attempt to change the export control regulations that apply to
the product.”® After submitting detailed information about the
product at issue, the manufacturer/exporter will attempt to per-
suade reviewing authorities from the departments of State,
Commerce, Treasury and Defense that the product does not
meet the definition of an ITAR defense article. If successtul,
changing the export control jurisdiction from the State
Department to the Commerce Department (i.e., from the ITAR

to the EAR) can have far-reaching positive effects for a company,
including increased access to foreign markets.

Penalties for violating the ITAR are set forth in the Arms
Export Control Act* and, like penalties under the EAR, can be
draconian. The maximum civil penalty is $500,000 per ITAR vio-
lation.” Criminal penalties for violating the ITAR include fines up
to $1,000,000 per violation and imprisonment up to 20 years.*
Violations of the AECA and the ITAR may also result in the
seizure and/or forfeiture of the items at issue, and could subject
the violator to permanent debarment from participating in the
export of defense articles or the furnishing of defense services.*

In August 2009, the Obama administration launched a broad
interagency review of the U.S. export control system.** The
administration’s general aim was to focus control efforts on the
threats that matter most, increase interoperability with our allies
around the world and reduce incentives for foreign manufactures
to “design out” U.S. components due to the export controls that
accompany them.* Although it is increasingly apparent that even
the second Obama administration will not meet its goal of creat-
ing a single list of controlled items to be administered under a
single export regulator,* there is a significant migration of items
underway from the U.S. Munitions List to the Commerce
Control List, as well as a reduction in the controls applicable to
some items.” However, the U.S. system of administering two
export control regulatory regimes is not going away anytime
soon and, thus, U.S. exporters must continue to comply with
both the ITAR and EAR, as applicable.
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Econo_mic
Sanctions
Programs

The Office of Foreign Assets Control (“OFAC”) within the U.S.
Department of the Treasury enforces economic and trade sanc-
tions against certain foreign countries, entities and individuals.*®
These unilateral sanctions target activities that threaten the nation-
al security and economic stability of the United States.*” Generally,
economic sanctions deprive the target of the use of its assets by
either blocking the assets subject to U.S. jurisdiction or by pro-
hibiting transactions involving the target through trade
embargoes.” Because economic sanctions programs are direct
tools of foreign policy, they are subject to changes in interpretation
and implementation on a more frequent basis than other U.S.
international trade controls. Moreover, the U.S. tendency to assert
extra-territorial jurisdiction in executing its sanctions policies may
increase tensions among global trading partners. As a result, com-
plying with these policies involving economic sanctions is a diffi-
cult task for U.S. companies that conduct international business.

The OFAC administers a variety of programs, both comprehen-
sive (e.g., Iran) and limited (e.g., Libya), which may affect a compa-
ny’s ability to conduct trade in certain countries or geographic areas,
currently including the Balkans, Belarus, Burma, Cote d’Ivoire
(Ivory Coast), Cuba, Democratic Republic of the Congo, Iran, Iraqg,
Lebanon, Liberia, Libya, North Korea, Somalia, Sudan, Syria,
Yemen, and Zimbabwe.* The OFAC also enforces many activity-
based sanctions programs against entities and individuals linked to
disfavored activities such as terrorism, narcotics trafficking, weapons
proliferation, disruption of democratic processes, conflict diamond
trading, and transnational criminal organizations.*

The Treasury Department relies on multiple statutes, such as
IEEPA, the Trading with the Enemy Act (“TWEA”), the
Antiterrorism and Effective Death Penalty Act and the United
Nations Participation Act, as the basis for U.S. economic sanctions
programs.* The OFAC utilizes a host of regulations, collectively
termed the Foreign Asset Control Regulations (“FACR”), to
administer and enforce sanctions programs against specific
targets.* Because the evolution of U.S. economic sanctions pro-
grams is based on differing foreign policy objectives and interna-
tional events, each program is unique. For example, an activity that
may be permissible under the Sudanese Sanctions Regulations may
be prohibited under the Cuban Assets Control Regime. Companies
conducting international business must therefore carefully evaluate
the circumstances of a given situation under the regulations for the
applicable sanctions program and avoid the temptation to apply
general principles across the board.

However, there are common threads that exist in most U.S. eco-
nomic sanctions programs. First, U.S. sanctions programs general-
ly apply to U.S. citizens (and U.S. resident permanent aliens)
worldwide, and to all individuals physically located in the U.S.
Entities established under U.S. law, as well as their foreign branch-
es, are subject to U.S. jurisdiction, as are all entities physically
located in the U.S. Foreign subsidiaries that are truly independent
of U.S. control/influence are generally not considered to be subject
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to U.S. jurisdiction under most sanctions programs. This principle,
however, has been diluted by recent enhancements to the Iran-
related sanctions being advanced by the United States.

Second, under comprehensive U.S. sanctions programs such as
those currently targeting Cuba, Iran, Sudan and Syria, import
and export activities to the destination are generally prohibited.
However, under limited sanctions programs such as those cur-
rently targeting North Korea and Conflict Diamond Trading,
prohibitions are focused on specific activities or industries. As a
result, trade in other areas may be permitted. The Treasury
Department also “designates” individuals, entities, banks, vessels,
and organizations that are owned, controlled and/or acting on
behalf of sanctions targets and places them on the “Specially
Designated Nationals and Blocked Persons List” (the “SDN
List”). U.S. persons are prohibited from doing business (directly
or indirectly) with a Specially Designated National (“SDN”).*
Currently, there are approximately 6,000 SDNs.*

Third, under most U.S. economic sanctions programs, U.S.
persons are prohibited from “facilitating” transactions that are
otherwise unlawful under the program.* In other words, U.S.
persons cannot do (or assist others in doing) indirectly what they
are prohibited from directly doing. Attempts to circumvent U.S.
economic sanctions laws or to facilitate unlawful transactions are
aggressively enforced by Treasury and the Justice Department.

Fourth, the best preventive medicine for avoiding a violation of
U.S. economic sanctions laws is to “know your customer”
through a series of overlapping due diligence mechanisms. Prior
to allowing an international sales transaction, joint venture, serv-
ice contract, efc., to move forward, it is crucial that a U.S. compa-
ny (1) conduct list-based screening, such as checking the SDN
List, as well as other applicable control/prohibition lists main-
tained by U.S. Government agencies, to ensure that no problem-
atic party is involved, (2) conduct destination-based screening
(such as determining whether any of the countries involved are
subject to comprehensive or limited economic sanctions and, if
so, the nature of any prohibitions), (3) conduct activity-based
screening, such as determining whether any known activities
prohibited under economic sanctions programs (or export con-
trol prohibitions) are involved, and (4) maintain awareness of any
“red flags” associated with the transaction that may signal a com-
pliance problem and diligently follow-up on any such indicators.

Maximum civil penalties for violations of U.S. economic sanctions
laws are determined by the underlying statutory basis for the pro-
gram at issue. For example, violations of IEEPA-based programs
may warrant a fine of $250,000 per violation (or twice the value of
the transaction at issue), a program based on the TWEA carries a
maximum fine of $65,000 per violation and a violation of sanctions
brought under the Foreign Narcotics Kingpin Designation Act can
result in a fine of $1,075,000.% In cases involving egregious viola-
tions, the OFAC may refer the matter to the U.S. Justice Department
for criminal prosecution.® In making a penalty determination, the
OFAC considers whether the action was willful or reckless, the sub-
ject person’s awareness of the violation, the harm to the sanctions
program and the particular circumstances surrounding the viola-
tion.® The OFAC also evaluates whether the subject person pos-
sessed an effective economic sanctions compliance program at the
time of the violation, as well as any response taken voluntarily to
remedy the harm caused.”" Finally, the OFAC analyzes the subject
personss level of cooperation in the investigation, including whether



the matter was voluntarily disclosed to the OFAC, and the future
compliance/deterrence effect that any administrative action will
have on promoting future sanctions compliance.*

Anti-Boycott
Restrictions

U.S. anti-boycott laws generally prohibit U.S. persons and U.S.
businesses from participating in unsanctioned foreign boycotts.
The purpose of these laws is to prevent U.S. entities from being
used by foreign nations, entities or persons to implement policies
and advance objectives that run contrary to U.S. foreign policy.
Chief among the prohibited foreign boycotts affecting U.S. trade
abroad is the Arab League’s boycott of Israel.

The 1977 amendments to the EAA and the Ribicoff Amendment
to the Tax Reform Act of 1976 form the basis of the current U.S.
anti-boycott restrictions. The U.S. Department of Commerce has
implemented anti-boycott regulations that are administered by the
Office of Antiboycott Compliance (“OAC”). U.S. persons may be
penalized under these regulations for conduct that includes: (1)
agreeing to refuse or refusing to do business with a boycotted coun-
try or with a blacklisted company; (2) agreeing to discriminate or
discriminating against other persons based on race, religion, sex,
national origin, or nationality; (3) agreeing to furnish or furnishing
information about business relationships with a boycotted country
or with a blacklisted company; or (4) agreeing to furnish or furnish-
ing information about the race, religion, sex or national origin of
another person.* Boycott requests are often located (and sometimes
buried) in transaction documents, such as contracts, purchase
orders, letters of credit, bills of lading, or certificates of origin.

A US. person who receives an improper boycott request not
only is prohibited from complying with the request, but must also
report receipt of the request to the Commerce Department.”
Failure to report receipt of an improper boycott request to
Commerce may result in administrative penalties, including mon-
etary fines, denial of export privileges and exclusion from profes-
sional practice before the BIS. Even if no boycott request is
received, if a U.S. person conducts business in a “boycotting coun-
try,” it must file an International Boycott Report with the Internal
Revenue Service. Failure to file the requisite report may result in
the loss of any foreign tax credits that the U.S. person would other-
wise receive.*® The Treasury Department’s determination of what
constitutes a “boycotting country” is fluid. However, Treasury’s
current list of the nine countries associated with carrying out the
Arab League’s boycott of Israel (and thus are certainly considered
to be “boycotting countries”) are Iraq, Kuwait, Lebanon, Libya,
Qatar, Saudi Arabia, Syria, UAE, and Yemen.”’

Customs/
Import Controls

U.S. Customs and Border Protection (“Customs”) is responsi-
ble for border security and facilitating the arrival of foreign
goods and visitors to the United States.*® Given the breadth of

Customs’ mission, this section will focus on two key points. First,
in its enforcement of U.S. laws and the regulations promulgated
by various federal agencies, Customs is empowered to seize and
forfeit goods arriving into the U.S.*® Second, Customs is charged
with assessing the applicable duties for goods arriving at a U.S.
port of entry for importation into the United States.*

Customs seizures and forfeiture actions primarily arise in two sit-
uations. Customs will seize and forfeit property that has been
involved in illegal activity, such as stolen merchandise or smuggled
contraband.® Customs may seize and forfeit property under certain
conditions, such as goods imported without the required licenses or
permits and goods which may violate certain U.S. trademark, copy-
right or trade name laws.® Once goods have been seized at the port
by Customs, the matter will be referred to a Customs Fines,
Penalties and Forfeiture (“FP&F”) office.® Following an appraisal of
the seized goods,* the FP&F officer assigned to the matter will send
a notice of the seizure to parties with an interest in the goods, such
parties usually being determined from the documents and other
information (e.g., bill of lading) associated with the shipment.®® The
notice will advise these interested parties of the particular laws
alleged to have been violated, the circumstances giving rise to
Customs’ determination that these laws had been violated and the
parties’ right to apply for relief from forfeiture of these goods.

Upon receipt of the seizure notice, most interested parties will
pursue administrative relief from the seizure by filing a petition
for relief.®® Customs will review the petition and make a decision
fully granting, partially granting or denying the interested party’s
petition. Should the interested party find Customs’ decision
unsatisfactory, it has the option of filing a supplemental petition.*’

Assuming imported goods are not targets for seizure and for-
feiture, importing companies must navigate the entry process at
the U.S. port or entry, which includes several administrative and
regulatory requirements.*®® While most companies seek the assis-
tance of a knowledgeable customs broker, certain aspects of this
process must be understood by the importer. For example,
imported goods must be designated with a proper tariff classifi-
cation under the U.S. Harmonized Tariff Schedule (“HTS”).%
This designation controls the rate of duty assessed for a particu-
lar imported good.” Each section and chapter of the HTS con-
tains explanatory notes to aid importers in determining the
appropriate tariff classification under the HTS.”!

Moreover, imported goods must be properly valued, since in
most cases the duty on an imported good is based on a percent-
age of its value.”” Customs uses several different types of valua-
tion methods,” but typically prefers the “transaction value”
method,” which is the price “actually paid or payable” for the
goods to the seller, plus certain costs (if not already included in
the price), such as any packing expenses or sales commissions
incurred by the buyer.”

Finally, subject to certain limited exceptions,” imported goods
must be accurately marked with their country of origin,” and
importers must declare this country of origin to Customs upon
entry into the United States.”® According to Customs regulations,
“country of origin” is generally defined as “the country of manufac-
ture, production, or growth of any article of foreign origin entering
the United States””” However, to the extent the imported good is
comprised of materials from or was processed in more than one
country, the last country to effect a “substantial transformation” on
the imported good will be designated as the country of origin.®
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Though Customs regulations focus on the import of goods into
the United States, the export practitioner should be cognizant of
how these rules relate to the U.S. Government’s overall trade con-
trol process. Penalties for violating customs regulations can be
severe. For example, the penalties for making a materially false
statement (written or oral) or a material omission regarding the
importation of goods can lead to monetary penalties up to the
domestic value of the merchandise, depending on the level of cul-
pability.®' Consequently, every company’s compliance program
should address Customs’ role in the international trade process.

Anti-Corruption
Compliance

U.S. companies should conduct thorough anti-corruption com-
pliance in connection with their business operations abroad. The
most important areas for trade-based anti-corruption compliance
are anti-bribery laws, such as the U.S. Foreign Corrupt Practices
Act (“FCPA”) and applicable foreign country anti-corruption laws,
as well as relevant anti-money laundering restrictions.

The FCPA makes it unlawful for certain classes of persons and
entities to corruptly give, promise, offer or knowingly allow a
third party to give, promise or offer anything of value to a foreign
(non-U.S.) government official for the purpose of influencing the
official’s actions, securing an improper advantage,
obtaining/retaining business or directing business to any per-
son.®? The FCPA also has record-keeping provisions that apply to
all companies issuing securities (or American Depository
Receipts (“ADR”)) on a United States stock exchange.®

FCPA prosecutions have expanded markedly since 2007 and it
appears that the trend will continue indefinitely. Formal guidance
regarding what is permissible and impermissible under the FCPA
is limited. There are no implementing regulations to clarify the
statute’s meaning or to provide practical guidance for compli-
ance. Companies must therefore look to cases, FCPA Opinions
and other materials issued by the U.S. Department of Justice
(“DOJ”), as well as to private sector “best practices,” for interpre-
tive guidance. Few FCPA cases result in published legal opinions,
as most cases are resolved through plea agreements or deferred
prosecution agreements. These agreements are individualized
and fact-specific, and while they can help identify trends in
enforcement, they cannot give parties concrete assurances with
respect to FCPA compliance. In such an environment, companies
must make individualized assessments regarding the level of
resources to devote to anti-corruption compliance based on their
own risks for FCPA violations.

The bribery provisions of the FCPA apply (1) to United States
citizens, nationals, residents and companies, wherever located,**
and (2) to non-United States citizens or companies who: (a) have
registered securities on the United States stock exchange, (b) act
as an agent or intermediary of another party governed by the
FCPA® or (c) cause something to be done in the United States in
furtherance of an FCPA violation. Although an in-depth treat-
ment of the FCPA’s elements is beyond the scope of this article, it
is critical for companies doing business abroad (particularly if
they are dealing with intermediaries and/or foreign government
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officials) to conduct an anti-corruption risk assessment and
implement an effective anti-corruption compliance program that
complements their other international trade compliance efforts.®

The DOQJ is the chief enforcement agency for criminal violations
of the bribery provisions of the FCPA. Penalties for such viola-
tions include a fine of up to $2,000,000 for business entities® and
a $100,000 fine and a prison term of up to five years for officers,
directors, employees and agents.* Under the U.S. Sentencing
Guidelines, courts may impose higher fines, including up to twice
the defendant’s gross gain from the bribe.®” The Securities and
Exchange Commission or the Attorney General may sue in the
civil court system for fines of up to $10,000 per violation against a
culpable business® and any officer, director, employee or agent of
the business who violates the FCPA’s bribery provisions.®! In addi-
tion to criminal and civil penalties, violations of the FCPA may
result in a debarment from participating in U.S. Government con-
tracts and a loss of export privileges.*

Foreign Direct
Inves!:ment_
Considerations

The Committee on Foreign Investment in the United States
(“CFIUS”) is an inter-agency committee established to review
proposed transactions involving an investment in a U.S. company
by a foreign entity to determine the probable effect of the pro-
posed transaction on U.S. national security.” The CFIUS was
authorized pursuant to section 721 of the Defense Production
Act of 1950, but the law and procedures governing CFIUS
reviews (also called “Exon-Florio reviews”) have been amended
significantly over time, primarily by the Exon-Florio
Amendment of 1988, the Foreign Investment and National
Security Act of 2007 (“FINSA”) and five Executive orders
between 1975 and 2008.* The CFIUS is chaired by the Secretary
of the Treasury, but includes the heads of the departments of
Defense, State, Commerce, Justice, Homeland Security, and
Energy, as well as the U.S. Trade Representative and the Director
of the Office of Science & Technology Policy.”

Although the CFIUS review process is often overlooked by U.S.
business due to the narrow circumstances in which it becomes rel-
evant, any U.S. company that is a potential recipient of foreign
investment should be aware of the existence of this process. It
allows parties to a covered transaction to voluntarily submit trans-
action information to CFIUS for review.” In accordance with its
formal procedures, the CFIUS reviews the information provided
and identifies any national security risks associated with the trans-
action.”” This review takes 30 days (sometimes less) to accomplish.
If the CFIUS does not identify national security risks associated
with the proposed transaction, the parties may proceed.”® The
transaction will then receive a “safe harbor” from further reviews.”
However, without the safe harbor protection, the investment trans-
action may be unilaterally reviewed by the CFIUS at any time and
is subject to being amended or, at worst, unwound, in the event
unacceptable national security risks are discovered.'®



Companies facing foreign direct investment scenarios should
consider the prospect of submitting the proposed transaction for
CFIUS review—particularly if the company deals in technology
controlled under the ITAR or EAR, or if the foreign party to the
proposed transaction is a foreign government (or is controlled by
a foreign government). However, due to the review times
involved,'"! parties must decide whether to pursue a CFIUS
review well in advance of the anticipated closing date.'?*

International
Trade Compliance

The most important step that an Alabama company conduct-
ing international business can take with respect to international
trade compliance is to maintain a comprehensive and effective
compliance program. The company’s program should be in writ-
ing, should state senior management’s commitment to strict
compliance, should address all international trade regulatory
schemes implicated by the company’s operations and must be
understood by all employees. The company should also designate
an international trade compliance officer whose duties include
the implementation and maintenance of the company’s compli-
ance program.

U.S. Government regulators usually consider the existence of
an effective international trade compliance program as a signifi-
cant mitigating factor when determining whether, and to what
extent, a penalty should be assessed for violations. However, it is
not enough to merely have a program gathering dust on the shelf.
The program must be effectively implemented and employees
must receive training in the applicable areas of control. Senior
management must take an active role in international trade com-
pliance and be pro-active in continually evaluating risk in con-
nection with the company’s international operations. Most
effective international trade compliance programs provide for
audits to be conducted by internal and external elements in order
to evaluate the effectiveness of the program and to keep it headed
in the right direction.

Companies seeking to acquire, merge or partner with business-
es that perform international trade activities, whether from/in
the U.S. or abroad, should conduct due diligence that includes an
audit of the subject company’s international trade compliance
efforts. In addition to measures necessary to “know” the subject
company itself (as well as its owners), an appropriate audit
includes a review of the company’s international trade compli-
ance program, research into previous trade-related penalties or
actions received by the company and an evaluation of the effec-
tiveness of the company’s record-keeping policy. Due diligence
also requires an analysis of the specific items exported or import-
ed; jurisdiction, classification and controls applicable to those
items; export destinations and end uses; any intermediaries affili-
ated with international transactions; and the customers/end users
who receive the company’s items.

If at any time during the conduct of international business
activities a company suspects that a potential violation exists, it is
imperative that the company immediately conduct an investiga-
tion into the suspected violation. This is necessary to determine

if actions should be taken to prevent imminent problematic con-
duct and to evaluate the need to submit a voluntary disclosure to
the applicable federal regulator/agency. U.S. Government entities
regulating international trade, including the BIS, DDTC and
OFAC, have formal mechanisms in place that permit companies
to voluntarily disclose known or suspected violations of the
respective international trade regulations that they administer.
While the determination of whether a company discloses a viola-
tion is always a business decision, international trade regulators
generally afford substantial mitigation “credit” to a company for
such disclosure-provided the Government does not discover the
violation first.

International trade controls are a complex web of statutes, reg-
ulations, policies and guidelines administered by multiple federal
agencies. Changes in the economy, shifts in the global balance of
power and the continued existence of hostile foreign regimes add
to the complexity by ensuring that trade restrictions remain in a
constant state of flux. Often, businesses with limited resources
become overwhelmed in their attempt to navigate the export and
other international trade laws applicable to their business. The
end result is often either abstention from foreign markets or an
increased risk of doing business overseas without having the
proper international trade compliance mechanisms in place.

Neither of these situations is preferred or necessary. By helping
businesses better understand their international trade compli-
ance obligations and their opportunities in the international mar-
ketplace, the Alabama lawyer can assist clients in achieving the
optimal balance between conducting robust trade and protecting
U.S. national security. | AL
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