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YEAR END REVIEW OF EXPORT CONTROL REGULATORY
CHANGES AND PROPOSED CHANGES

A number of recent changes and proposed changes in the export contatbrggagdheme have
occurred recently. We have prepared an extensive summary ofrétoese developments, as
year-end approaches, which is available at your request. Belavbrigf outline of the areas
where these changes and proposed changes have taken place. If you woatttlitikeal
information on these specific areas; or, would like to receivepg of the full summary please
let us know.
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YEAR END REVIEW OF EXPORT CONTROL ISSUES

Dual-Use Export Control Developments

1.1  Proposed License Exception ICT for Intra-company TransfersThe Bureau of
Industry and Security (BIS) issued proposed amendment to the Export
Administration Regulations (EAR) to create a new License Exception ICT for
companies to export, re-export, or transport (in-country) dual-use produchs as
software and technologies to and among their "wholly-owned or contioledt" non-
U.S. entities and foreign national employe@é3.Fed. Req. 57554 (October 3, 2008)
Industry has long sought a broad, unfettered License Exception NK& fir intra-
company transfer of encryption source code and technology for use and product
development. However, in the view of most exporters, the form of dpoged rule that
resulted from interagency review is very cumbersome and a Liéewsaption in name
only.

To the extent that License Exception ICT applies, companies no longktaee
obtain and maintain a multitude of individual licenses to meet théreegents of day-to-
day intra-company transfers, including deemed exports to employees. apfhizach
removes the burden of applying for, tracking and reporting on a number ofgiegkes
and results in a streamlined exporting process for both those thassiutly meet the
ICT requirements and BIS. The proposed rule arises from yearsmdsals from many
exporters and trade associations (including the Deemed Export Ad@esarmittee) that
U.S.-based companies and those based in many allied nations should loerednsi
trusted entities to handle exports among affiliates and employigesutvthe need for
licenses. Many companies today apply for more deemed and otherdntpany export
licenses to "talk to themselves" than they do to export to custosiraze their research
and development technologies and source code are more likely to recemses than
end-products.

However, many will likely think that the burdens of applying for, obtaining, and
maintaining the criteria to establish themselves as trusiaglrfor License Exception
ICT will outweigh the benefits in its proposed form. This is niike the old Distribute
License or Special Comprehensive License or Validated End{W&&J) (or a security
clearance) than any License Exception and seems to require ¢oatpany prove its
innocence in its application, annual reports and audits rather thag bemnsidered a
trusted end-user.

First, a company must apply for authorization to use License Excdfiigna
requirement only associated with License Exception ENC for produdis."parent”
company applicant must be incorporated or have its principak pdusiness in a
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country listed in proposed new Settlement No. 4 to EAR Part /e application must
provide details on the applicant and each eligible wholly-owned or c@au+iolfact
"user" and"recipient,” which can be in any country except Country Group E or North
Korea. The intended difference, if any, between a "user" and i@i&m&t is not clear.
Presumably, some users and recipients may not be approved.

Experts will need tdist Export Control Classification Numbers (ECCN) to be
covered and likely negotiate their application with BIS and other nsing agencies.
Note that exports that would not qualify for License Exception under EAR2,
including Missile Technology controlled and certain "space qualifieeths (ECCN5
3A001.b.8, 3D001, 3E001, 6A002.e, 6A008.j.1, 6A998.b, 6D001, 6D002, 6D991, 6E001,
6E002, 6E101, 6E99I), ECCNs 2A983, 2D983, or 2E983, or QRS-1 1 Micro-machined
angular rate sensors, could not be exported under License ExceptionSigiificant
Items-controlled ECCNs also cannot be exported under ICT. Licexssption APR
cannot be used to authorize re-exports that otherwise would be authevizeh is not
the case for licensed exports. Also, encryption items controlledr lEBACNs 5X002
cannot be exported and re-exported under ICT, mainly because Licengidx&NC
permits the vast majority of such exports with far fewer ictgins (exception for
companies headquartered in Argentina or South Korea). Finally, thelpdeceeminds
exporters that foreign direct products of U.S. origin technology or aodtwnay be
subject to license requirements under General Prohibition 3. HaVe extensive
guidance on that subject for those clients who desire more informalti rarely applies
anymore, but clients should approach application with caution. Regulators have
discussed making the Prohibition more restrictive).

Items exported may be only forternal use. Any re-export or retransfer must be
authorized by another License Exception (other than APR), NLR, or a license.

Companies need to create and include in their application an extarsirnal
control plan covering technology and other applicable exports to even be considered for
the exception. Each affiliate "user” of ICT must adopt thept@amce plan. The plan
described in EAR proposed 740.19(d) consists of nine parts, including a ¢erpora
commitment to export compliance, a physical security plan, infeematecurity plan,
personnel screening procedures, training and awareness programyakglfien
program, letter of assurance for software and technology, employee s@nman-
disclosure agreements addressing export controls, and a revievd-oker lists. The

! Argentina, Australia, Austria, Belgium, Bulgariaai@da, Cyprus, Czech Republic, Denmark, Estonidarkd,
France, German, Greece, Hungary, Iceland, Ireléalgt, Japan, South Korea, Latvia, Lithuania, Lukemrg,
Malta, Netherlands, New Zealand, Norway, Polandt{ugal, Romania, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey, United Kingdom, United Stat@is is the same list as Supp. 3 for License gtioa ENC,
with the addition of Argentina and South Korea.'s. eécommend adding them to Supp. 3 and just haedist.
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complexity of such plans varies with the types of products exported, \lheyeare
exported and the type of end user. Evidence of implementation of teaisgeraining,

and self evaluation elements of the plan must be submitted. BlSeapaiyer vision of the
plan before authorizing the use of ICT. Many exporters have compredengport
compliance programs that will meet most of these criteria heuiépth of the criteria for
License Exception ICT goes beyond standard Export Management systeors. F
example, the proposed rule says that any deficiencies uncoveredenadaHtions must

be voluntarily disclosed; otherwise, the ICT authorization could be revoked.

The application review processis the same as for an export license, involving
other agencies and the normal dispute resolution procedures. Thesageitictonsider
prior licensing history to determine whether they believe ICT isle@eincluding the
requested ECCNs (which obviously will change with a dynamic compamy )l also
consider prior violations and other negative issues in deciding whetddo what extent
to approve the plan.

Once License Exception ICT authorization is approved, companies aire thet
clear. Annual reports must be submitted to BIS. The reports must include a detasted li
of all foreign national employees, including name and birth dates (whiidikely cause
problems under EU and other privacy laws), and who received what (echsding
technologies or source codes) under ICT. Companies must also sudmientity
information and changes in information submitted before continuing to usetGlich
entities.

Many companies are now runningpst benefit analysesto figure out the
detriment this annual reporting alone will cause compared to tkangxprocess. The
final verdict is still unknown due to the vague descriptiveness ofuleepertaining to
this list. If, for instance, a company must list all previougpients of technology and
source code prior to receiving the license in the first placeglisas identify the specific
technologies received by specific foreign nationals in the anepalts, the costs could
far outweigh the benefits.

In addition to this rigorous requirement, companies must undergudih by
BIS biannually if there are any reasons suggest wrongdoing. In this scenario thesaudit
a BIS initiative. The outcome of such audits will be intengsti As the proposed rule
stands, there are very few clear lines to determine whatéptble to meet ICT internal
control program standards and what is not. Those who operated witkl tDestibution
License recall that inexperienced auditors sometimes subdtitineir own judgment for
what types of procedures were acceptable. One auditor might suspasdpany
whereas another might not. Most government auditors are experi@ndeéasonable.
Nevertheless, this is a heavier burden to impose on exports among suppassdtl
parties than what is currently imposed on most licensed exports to thiebsparti

BIS performed its owrcost-benefit analysisand determined that approximately
200 companies applied for licenses that fell under the umbrelllCDf Of these
companies, BIS determined that only 17 would benefit from License Eand@ii. The
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majority of these companies, in the eyes of the BIS, have alreddyligised and
implemented strong internal control programs. Only two companigsuwti internal
control programs in place surpassed the cost benefit thresholdco3thef constructing
an internal control program that meets these standards, for mwogianies, is more
expensive and time consuming than simply applying for licenses. There®@ntiunt
of time and effort to pass the proposed rule appears to exceeghitise that only a
handful of companies would reap.

1.2  BIS Issues "Encryption Simplification” Regulation; Encryption Regulations
Remain Extraordinarily Complicated. As part of its implementation of Presidential
National Security Directived5 issued in January 2008, BIS has publistisdlatest
interim final rule revising the EAR’s encryption provisiofi8.Fed. Reg. 57495 (Oct. 3,
2008) It partially delivers on its title of "Encryption Simplifiecah” by eliminating a
few regulatory requirements (notifications for weak crypto, KMI amdhnical
assistance), adding some new exceptions from review (most promisirignimtary
cryptography"” in products while less useful for "personal area netyoiknd to some
degree, cleaning up the extremely convoluted encryption regulations. Theseschange
notwithstanding, the encryption provisions, remain the most complicatesl gfathe
EAR. Indeed, these changes required 18 pages of fine print amendmeatiess than
seventeen EAR sub-parts (the changes eliminated only two sub-gares), part
supplements, and six ECCN<lease let us know if youwvould like a copy of our
updated Power Point explanation of post-simplification encryption contls.

1.2.1 This Rule is Not the Fundamental Encryption Reform Soughby Exporters ;
That Will Take More Time. Encryption controls take up some 20 percent of BIS’
time, and apply to more and more products as the industry has incorpaatemy
available encryption functionality into most software, computer alsddmmunications
hardware, and microprocessors. Note 1 to Commerce Control Lisgdadab, Part 2
states that products with even minor encryption functionality a@ed as encryption
products. (This reverses the norrhaterpretation 12 to EAR 770.2(b) that a component
loses its ECCN when incorporated into something else.) Inoghasburdened by
complex product classification and reporting requirements, the industhhebaspushing
for more fundamental encryption reform, favoring structural sineglifon of the current
complicated system of encryption export controls, harmonizing U.S. iatatipns with
those of our Wassenaar partners, and eliminating certain burdensdateral controls
and requirements for mass market encryption items.

The inclusion of encryption reform in Presidential National Sgcirirective 55
stimulated more high-level attention to the issue, but the rulerdusg to implement
most of the essential recommended reforms.  Assistant Sgcrétar Export
Administration Chris Wall acknowledged as much in his speech att&J2@®8 when
addressing this regulation.

These are not fundamental reforms, but they are a start.oStd addressed are
issues related to open cryptographic interface requirements, ngpoftiexports under
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License Exception ENC, national security controls on TSU-eligibleyption source

code, and controls on chips and other encryption components and technology for mass
market products. A more comprehensive approach to encryption simifiedll take

time, but we are already beginning that process.

On balance, the changes are underwhelming, and unlikely to have significant

impact on compliance with U.S. encryption export controls, with the posstickption

of the concept of self-classifiable items with only "ancillancrgption.”" The existing
system of prior review and classification remains otherwisentisfly undisturbed, with

the changes removing or relaxing requirements on encryption itematthedst in terms

of what we see in our practice, represent old technology and only lasstigon of
encryption items. Most of the changes consist of tinkering with péeasneadding
limited exclusions from prior review requirements, recasting pitadriis on export of
technical assistance as prohibitions on technical data export spranal attempting to
streamline regulatory language to eliminate confusing or outdated provisions.

1.2.2 Elimination _of 5A992/5D992/ Weak Cryptography  Notification
Requirements The rule eliminates the requirement for prior e-mail notilicato self
classify 5A992/5D992/5E992 "weak" encryption items (56ebiless symmetric, 512-bit
asymmetric or less, and 112-bit or less elliptic curve cryptograggms) prior to export,
and likewise eliminates notification requirement for 5X992 skdEsification of mass
market items with no more than 64-bit symmetric crypto. In lighhefstandardization
of 128 bit or stronger symmetric encryption algorithms as a baggliostry standard,
following adoption of U.S. Government Federal Information Protection Stwsd&7
(FIPS 197) in 2001, it is unlikely these relaxations will affectasge number of
encryption products. It has been rare for Baker Donelson to asgdishtawith only a
weak crypto item e-mail notification, although the provision is sones useful to get a
new product to market before an encryption review on a stronger versiofbeca
completed.

1.2.3 Elimination of EAR Part 744.9 Technical Assistance Prohibitions The rule

also eliminates EAR Part 744.9, which imposed a license requireméeht.S. persons”
providing "technical assistance” to aid a foreign person in the a®weit or
manufacture outside the United States of 5A002 or 5D002 equivaleignf@ecryption
commodities and software (other than publicly available TSU eligtel®s). This
provision was a leftover from the grafting of ITAR controls on entioyponto the EAR
when jurisdiction was transferred in 1996, as it mirrors the cormepontrolling an

export of an ITAR defense service even when all technology was ddthtpoblic

domain technology.

Eliminating this trap for the unwary is somewhat helpful in simgpld the
structure of the encryption controls, because it was something of &r,aatiding as it
did amongst the various proliferation-related controls in Part 744, ayadi$e it imposed
controls on activities of "U.S. persons" regardless of expomnasual basis for control
under the EAR. The EAR primarily applies to actions involving goodsntdogy and
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software that are subject to the EAR, not to the actions of pgdple Part 744.6 does
contain counter-proliferation based licensing requirements applitahe activities of
U.S. persons that do not involve exports). Fortunately, OEE has not entbrsed
provision to our knowledge, but it was difficult to advise procurementiaiffias to
whether discussing with non-U.S. suppliers how to revise their producisdt security
requirements might or might not be subject to this control.

However, it is not a major relaxation in license requiremensesiemoval of
this provision was coupled with a warning in the License Requiranmeries to ECCN
5E002, that BIS considers the provision of technical assistancatogporates or draws
upon U.S.-origin encryption technology to inherently involve the release of 5E002
technology, which would trigger licensing requirements if the technolog@xpsrted.
(That is not the case for publicly available technology, which thenimgirdoes not
mention.) These 5E002-based restrictions on the export of U.S.-origigpgocr
technology already existed, and BIS claims to have removed the 744.9 provisions
because they essentially overlapped with these technology export coftheld-ederal
Register notice points out that the industry recognized this arel sireply adding Part
744.9 authorization requests as "ride-alongs" to 5E002 technology export licenses.

1.2.4 LicenseException ENC 740.17 Changes, Including "Ancillary: EAR 740.17,
License Exception ENC, has been reorganized, but with only few substehéinges.
License Exception ENC remains available to authorize exportsowtita license of
5A002, 5D002 and 5E002 items to destinations other than the five cuméatgoed
countries (Cuba, Iran, North Korea, Sudan and Syria, also known as-®ig¢ "The rule
retained the basic format, which permits use of License ExtedENC without
submission of a encryption review request in some circumstancasing transfers to
U.S. subsidiaries or companies headquartered in the LicenseZbree (LFZ), but
requires the submission of an encryption review request prior tortefqr general
distribution to third parties in most cases, which a 30-day waitnigg imposed while
the review request is pending for destinations outside the LF&ruReuring of the
language and edits to provisions of subpart (a) and (b)( 1) to bercteahe first time
reader, will likely confuse those who are familiar with the $tmecof the last eight years.
Except for substantive changes discussed below, these rewrites do not do much.

Supplement No. 3 to Part 740 of the EAR now has a more descripteve titl
"License Exception ENC Favorable Treatment Countries." B$8 ablded Bulgaria,
Iceland, Romania and Turkey (recently admitted RU and NATO countagsspell as
Canada (which is generally an NLR destination for encryption Jtegrpanding the total
number of countries on the list to 35. This list had been informallgdcthe "License
Free Zone" or "LFZ" by many practitioners.

Provisions retained include the 740.1 7(b)(2) and (b)(3) structur&NiGrR and
ENC-U classified products given that thousands of existing CCAasifications cites
those provisions. The new regulations officially adopt the informaliteriogy that has
been used by both BIS and the industry since the 2004 encryption regulsdintges
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"ENC Unrestricted" versus those that cannot be exported under y740.)(2) &b

"government” end-users outside the LFZ as "ENC Restricted."foFimal references to
these provisions required citation to these particular sulessctivhich was not a major
problem, other than adding to the need for exporters not conversanthaipter and

verse of the regulations (and even some experts) to have to craekuagions to make
sure they were citing the correct provision. BIS seems to haliee@ that these terms
have become thde facto terminology and has incorporated them into the regulations.

1.2.4.1New_Exemptions from Prior ENC Review Requirements for "Arcillary
Crypto" and "Personal Area Networks.”" A new provision permits ENC exports and
re-exports of 5A002/5D002 commodities and software using cryptography uphi 8
symmetric, 1023 asymmetric, or 160 bit elliptic curve algorithms uriENC to
government and non-government end-users worldwide (except for the embargoed
countries) immediately upon registration of an encryption revieyuest. See EAR
740.17(b)(2)(ii). (5A002, 6D002, and SF0O0: items with stronger encryption idapest
exported under ENC to the LFZ immediately upon registration of ary@n review
request.) Our understanding is that these limits were raisethtoaontrols on the use of
the 64-bit CAST algorithm in non-mass market items, as walégsain 80-bit algorithms
commonly used in GSM telecommunications devices. These limitsatea foreshadow
U.S. proposals to decontrol 80 bit symmetric or less encryption dgsritrom 5X002
controls at the multi-lateral Wassenaar meeting in Deceml@ote: The existing
reporting exemption for 64-bit symmetric or less SA/D002 products was nadrdcs
mirror the new 80-bit symmetric level. While these items ba shipped worldwide
immediately upon registration, they may still be subject to semi-anreprting
requirements.) BIS admits that this change will affect vew products, but could not
persuade NSA to raise the effective decontrol limits to 128, 2048 and similar.

The most significant change in the rule was to eliminate marydataryption
review prior to using ENC for items performing onbntillary cryptography,” defined
as:

The incorporation or application of "cryptography” by items thatnate
primarily useful for computing (including the operation of “digital
computers”)  communications, networking (includes  operation,
administration, management and provisioning) or information security.

N.B. Commodities and software that perform "ancillary cryptograghg' are
specially designed and limited to: piracy and theft preventiorsdétware, music, etc.
games and gaming; household utilities and appliances; printing, reprodulctamging
and video recording or playback [but not videoconferencing]; business procedsigiode
and automation€g., supply chain management, inventory, scheduling and delivery];
industrial manufacturing or mechanical systems [including roboticgaborfy or heavy
equipment, facilities systems controllers including fire alaamd HVAC]; automotive,
aviation and other transportation systems). Commodities and sefim@duded in this
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description are not limited to wireless communication arecdhat limited by range or key
length.

The exception provides meaningful relief for the items in the abovepeanut
exporters should note that these are examples and are not limitfadhave obtained a
classification for e-commerce software as ancillary andrexpée able to fit other items
in this definition, but we will likely be discussing them withSBéxperts for awhile to see
if they agree with our interpretation of what items are covesethis fairly subjective
term. Note that many of these items may already be eligibleitfuer self-classification
as 5A992 items due to the type of cryptography asg, (imited to password encryption
or authentication, decryption lonely of copy protected software)oorttie already
existing exemptions from prior review requests for items using onky-snage wireless
encryption components, but even then, it may help provide a clear path whimge
decontrol notes have not kept pace with technology changes.

The Rule also added an exemption from the requirement to file ¢iocrypview
requests for wirelespérsonal area network” items that implement only published or
commercial cryptographic standards (IEEE 802.15.1, class 2 & 3 but notlc[a88
meter]) and where the cryptographic capability is limited to aimanoperating range
not exceeding 30 meters according to the manufacturer’'s speaciigaflhis could
provide some relief for manufacturers of wireless telephone aladdéaices, but most
think that all such products would have been already be eligible forextsting
exemption for short-range wireless products (802.15 and 802.1 clasgdin, this may
foreshadow a U.S. Wassenaar decontrol proposal.

1.2.4.2Non-U.S. Encryption Products The ENC revisions also modified EAR
740.17(b)(4) to state that foreign-produced products that are developkdowi
incorporate U.S.-origin encryption source codes, components or toolkitsesm@tefrom
prior review requirements, provided that the U.S.-origin items have dgganopriately
reviewed by BIS and cryptographic functionality has not been changed.€ttiansvas
amended to add a sentence stating that such foreign items inlchsie "tlesigned to
operate with U.S. products through a cryptographic interface.” Tdtisnstnt clarifies
that such items are exempt from review requirements, but a@athe time implies that
such items are in fact subject to U.S. jurisdiction without motdéowever, we do not
think that BIS can amend the EAR to expand extraterritoriaddigiion beyond what is
set out in EAR 734.3 and 73be., there needs to be some U.S.-origin content or be the
direct product of U.S.-origin NS controlled technology for the non-U.§iroiiems to be
subject to the EAR). This deserves a comment in the form of a statement, ndtagues

This change reflects an increasingly conservative interpretayiddS in recent
years of the applicability of ENC review requirements to itéinag do not themselves
incorporate encryption functions algorithms in their codes, but ratHeyutgo separate
products with encryption functions or to operating system elementsarigptographic
interface(e.g., the Microsoft Crypto API) to provide security functions. Such itéange
been informally dubbed "crypto-aware" items by the industry and BlSaemcontrolled
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as products designed or modified to use cryptography (see ECCN 5D008.isTh
usually a shock to programmers new to encryption controls. Whstioér items are
subject to prior classification requirements has been a hotly debagstion over the
years, with reasonable arguments made on both sides. As aofeh@se discussions,
BIS had agreed to accept e-mail notification of a generaligasaritems calling on the
MS CAPI plus Part 742, Supplement 6 information as sufficient toipdrenitems to be
derivatively classified under the same ECCN as the iteali$ on, provided that item
being called upon had been previously reviewed by @I&, Windows, Java mass
market programs). These were informal interpretations, though provndguihlic
meetings. So, for example, if an item called on Windows XP through tleodsit
Cryptographic API, and had no other controlled crypto functions, it would be 5D992 afte
notification. Current BIS personnel have changed this interpretatigcent statements
at conferences, as well as to us in the context of clasficegviews, where they have
said that a "crypto-aware" product cannot be derivatively fikedsbased on the
classification of the items call upon, bur rather should be itt&abss new encryption
items via the ENC review procedure. This may be a reasomdbhpretation, but it
nonetheless represents a rollback of prior interpretations that al& reasonable and
have been relied upon in the past. Applying this new, more expansive eéqur is
much less defensible for foreign products that have no U.S. content, anaréhnet
subject to the EAR.

Section 740.17(c) clarifies that non-U.S.-origin products incorporating ENC
exported products are subject to the same ENC-R or other applieatrietions as they
did undergo review under the EAR.

1.2.4.3Changes to ENC Restricted Parameters The Rule slightly relaxed most
control parameters for ENC-Restricted items but probably wita practical effect. For
example, the data throughput parameters for ENC-Restricted WANNPN
equipment was raised from 44 Mbps to 90 Mbps for wireless and 154 Mbpsréd
equipment, but there are few items in that space. (BIS eventedrimttheFederal
Register that this change will likely have no practical effect, but réflemn attempt
towards catching up part of the way to the performance levels of higheeridg
equipment.) The parameters for other items covered by ENC-¢kegdtvere increased
as well, so exporters with ENC-Restricted equipment should wewarefully to
determine if their products are released by the changes, ands@itsmjt an updated
encryption review to confirm ENC-Unrestricted eligibility.

1.2.4.4ENC Reporting. The primary burden of being subject to 5D002 ENC controls
(instead of 5D992 Mass Market) is the semi-annual reporting recqgmtem There were
already a number of exemptions to the reporting requirements. TheaBdésl an
exemption for items that do not need prior review for ENC ciaasibn (including
"ancillary crypto" and "personal area networking" items), and also added a
paragraph indicating th&lS can grant waiversof reporting requirements on a case-by-
case basis. In some cases, we were able to ssthoe reporting exemptions from BIS
for ENC-Unrestricted items, so this revision is a very welcdarenalization of that
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process. No criteria are provided, but we have had success retthcps that almost
gualify as mass market and products where all encryption was inégchaot available
to the user. As mentioned above, the existing exemption from mpddr 64 bit

symmetric 5D002 items was not raised to 80 bit symmetricakémpt from reporting
some items that are now eligible for worldwide distribution uplimgfiof a classification
review request.

1.2.5 B5A992/5D9921 742.15 Mass Market and Other Decontrol Change3he rule
reorganized ECCNs 5A992 and 5D992 to differentiate between itemsqualify as
5D992 based on having weak cryptographg.(56 bit symmetric or less) and/or limited
encryption functions gg., authentication/password only) versus "strong" crypto items
that are decontrolled from 5A002 or 5D002 as Mass Market itentsviol review and
classification by BIS. This was done by reorganizing the paragraphe ¢ivo ECCNs
and eliminating the sub-paragraphs since there is currently noedieibetween AT1
and AT2 controls. So exporters with existing 5A992 and 5D992 classfisashould
review the regulation to confirm the correct paragraph number pgpies. The new
Mass Market sub-category is now found at 5D92.c, which might causgsammin some
cases, since such items were previously placed under either asgirbphrof 5D0992.a or
a sub-paragraph of 5D992.b. As mentioned above, Mass Market itenasetlét bit or
less, which used to be eligible for export under 50992 upon e-mail nttifice BIS,
can now be self-classified without such notification or formaksifecation by BIS.
Mass Market items with symmetric key lengths over t64 bitswith asymmetric
algorithms over 512 bits, or elliptic curve algorithms over 112 bitB)retjuire review
and classification by BIS to confirm Mass Market eligibility.

The rule also eliminated former 5D992.c, which covered items wyfitagraphic
functionality limited to anti-malware functionality. Such itemsg aecontrolled and are
now classified as EAR99.

BIS included a minor roll-back and potential major annoyance invisioe to
EAR 742.15 by stating that items submitted for Mass Market rewewno longer
eligible for export under 5A992/5D992/5E992 during the 30-day waiting period. They
now remain subject to control under 5X002 during the waiting periodréwligible for
export to government and non-government end-users worldwide (exc. E:1) under EN
during a 30-day period per ENC 740.1 7(b)( 1 )(i). While this has no resit effi the
exportability of the items during the waiting period, it creates teadil burdens to
exporters managing and properly documenting exports during the waiting period. For
instance, if a company is using a new version of a mass markethiat needs review,
the new version will have to be classified under ECCN 5X002 ENGFr30 days, and
then reclassifiedX992 NLR in the company's Export Management computer systems
and documentation. The company may also need to explain the reason fahtreges
in ECCN to foreign customers, especially those in countries where is no equivalent
to ECCN 5A992/5D992/5E992, and where 5A002/5D002/5E002 classification is limited
only to the most sensitive encryption items and thus subject twsiiae requirements.
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We recommend that exporters submit comments that this praces$ding needless
complication rather than simplifying.

Another potential area of confusion resulting from this changdosveer specific
reference in EAR Part 742.15 of an exemption to ship 5A992/5D992/5E992 NakstM
items to U.S. subsidiaries and LFZ headquartered companies. Thptexe mirrors
similar exemptions in License Exception ENC for 5A002/5D002/5E002 immdswas
made redundant by the change that keeps Mass Market items undergomg revi
controlled at the "002" level. Exporters should be assured the\stil use the U.S.
subsidiary and LFZ headquartered entities exemptions for putative Mass Narket

BIS also amended the Mass Market provisions of EAR 742.15 tonelienthe
need to submit a Mass Market classification request for sitersing "ancillary
cryptography” and "personal area network” items, as discussed above in relation to
License Exception ENC. Thus, if an exporter is comfortable makimg self-
classification, they may do so. As with other classifications,aaays have the option
of seeking a formal BIS classification for such items, butithiso longer required. We
are seeking classifications for when the application of thesgstes not clear, but self
classifying products where we feel comfortable from the definitioth @xamples or
discussions with BIS officials in doing so.

The rule also deleted references to the decontrol notes in EAR 742.1be
section no longer gives the complete description available in thepdwow to handle
encryption controls. While this change comports more with the logicheir qtarts of
EAR 742, it is less helpful to most exporters in our view. On therdtand, BIS revised
and clarified the related control notes in ECCN 5A002 and croseerefes to there from
5D002, so that part is much easier to apply.

1.2.6 Subsequent Bundling The rule removed the long standing "subsequent bundling
interpretation” from EAR 770.2(n) and replaced it with reworded nat&40.17(b) and
742.15(b). The stated purpose was to integrate the interpretatian spehific sections

on encryption and to provide additional clarification concerning when aenevyption
review is required. It does seem to make sense to includatirgretation as part of the
core encryption provisions, but it only slightly clears up the issuehehva new review

is required. The text of the new note adds language that says aviewigenot required
when there are “updates” to an encryption component that a progranouses/ide
cryptography(e.g. Open SSL or java components). This proves to be very helpful since
such changes can include new algorithms or upgrades; however BISsrévesw all the
time. The notes otherwise reinforce the interpretation thatovechanges do not require

a new classification review, as long as the changes are avamelto the cryptographic
functionality of the product that was reviewéde., do not affect the Supplement 6
information) This is consistent with the long-standing BIS interpretatiorub$esquent
bundling, but the new wording may cause some to conclude there is @rdiffein
interpretation. We know some at BIS are scratching their heagtsthe wording and
look forward to applying it.
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1.2.7 Removal of License Exemption KMI The rule removed EAR 740.8, License
Exception KMI, from the regulations (along with the related Supp. No. Pato 740)
because BIS believes that developments in cryptography and the regubatie made it
obsolete. If you are still using KMI for any products, we recommendythatconsult
with BIS to get a prompt ENC-U classification, because tlearmpble was supposed to
convert such products but does not clearly do so. Key recovery sysempnoposed
by the U.S. government in the late 1990s as a possible structure dw eswryption
keys with the government or trusted third parties to allow governawass to stored
keys of encrypted data in limited circumstances, such as for lawcenient purposes.
Industry and academia identified numerous problems with these systeththey were
never really broadly adopted. License Exception KMI was avaifablkey escrow and
key recovery items following a one-time review process.

1.2.8 Encryption Licensing Arrangements EAR Part 742.15(a)(2) sets forth a policy
for broad encryption-specific licenses called Encryption Licensimgn§ements. These
licenses allow transfer of broad categories of encryption techn@odysoftware to
licensed recipients without prior encryption classificationeevi The former language
noted that ELAs are generally valid for four years, "including those hvaighorize
exports and re-exports of encryption technology to ‘strategic partoérg).S.
companies." BIS deleted the language, claiming it would add "traerspgdrto the
policy. The deletion was presented as a sort of housekeeping measl®lS said it
was not intended to change the policy of granting ELAs to allow U.S.L&xd
headquartered companies to export and re-export to and among "strategespauch
as Indian contractors for product development. BIS has not adequgidyned why
this change makes the policy more transparent. We recommend cononessi®re the
policy statements on which many companies have relied for guidance.

1.2.9 Products that Activate Dormant Cryptography. BIS removed some
explanatory language regarding controls over items that activatewtbedormant
encryption, but did not really clarify the long standing but unpublished andfaher
shifting "dormant crypto rule." The revised provisions simply sthtg encryption
controls apply to the "key" that turns on encryption functionality thatlkas disabled.
(This is really the corollary to the dormant crypto rule, whicbvedld exporters to treat a
crypto product, the cryptographic functions of which were not accesa®lé it did not
have such functions, but only so long as they treated the enabling nseclanif it were
an export of the fully functional item.) The deletions seem to be keepmg measures,
intended to eliminate references to particular review and fitaggin procedures. It is
possible; however, that these changes could result in some addigadtality in BIS’'s
dealing with "dormant" cryptography where there is no intention orbd#gao enable
the cryptographic functionality of a "dormant" or "disabled" cryptog@pkem.
Recently, BIS and NSA have been reluctant to issue a non-CatégoPart 2,
classification for an item that has permanently disabled encrypomponents, such as,
an encryption capable microchip that has been permanently disabled theslack of
necessary firmware. Perhaps this is an opportunity to ratiotlaéizéendency and return
to past practice regarding dormant/disabled encryption items.
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1.2.10 No Comment Period Specified BIS issued this as an "interim final rule," which
means it is effective immediately, and comments are invitechprove it. No comment
period was specified, so it is not clear how receptive BIS and atencies will be to
comments. However, we do recommend that exporters and trade asssqgiatpare
and submit comments to improve this rule, clean up errors, and take ttstepefdrward
towards more fundamental encryption reform. Comments are ondevehipress the
Administration forward because they are required to consider commendsetpovided
by interested parties. In the meantime, industry groups are meeatimchigh level
officials in the new Administration and lobbying for real reform.

1.3 De Minimis Rule Clarified and Rationalized at Long Last On Octoberl,
2008, BIS issued an interim final rule revising and clarifyingddeninimis rule, which
explains when non-U.S.-made items are not subject to the EAR. Theufes "De
Minimis U.S. Content in Foreign Made Items,"” was published irFé&® Reg. 56964
(Oct. 1, 2008). This rule allows persons performimtg minimis calculations to treat
most (but not all) software as a part of hardware with which'ibundled" (rather than
forcing separate software to software and hardware to hardvedealations). For
example, when a U.S. software provider licenses its softwarentaj@r international
automobile manufacturer, the provider no longer needs to tellusteraser he and his
customers cannot sell their cars worldwide just because of lh amaunt of software
that was incorporated into the car, not into other non-U.S. softwageon&, the rule
removed the requirement to file a one-time report before a naneon$pany could rely
on thede minimis rule for software. (Such reports are still required for technadlogy.
Third, the rule clarified other aspects of tde minimis rule and how to perform
calculations.

A little background is in order. The United States asseatsdur export controls
will apply not only to U.S. exports, but also extraterritoriatiyré-exports of U.S.-origin
products and to re-exports of U.S.-origin parts and components contaitvd won-
U.S.-origin products. That extraterritorial assertion of U.S. juwigdi has long rankled
allied countries, which believe that U.S. laws should stop at the hdiSer (as the
jurisdiction of all other countries does). In the 1980s, after dR¥asiReagan imposed
foreign policy export controls on transactions dealing with the transi&ibpipeline
which was to bring oil and gas to Eastern Europe, European alliegecevdlhe EU and
many members and other countries issued blocking statutes prohikitirgpean
companies from complying with U.S. re-export controls, and several cases were
instituted in Europe and the United States challenging the legaliySfextraterritorial
jurisdiction under national laws and international law. (The Acae Bar Association
Committee on Export Controls and Sanctions has written a Resadutibaccompanying
Report explaining to policy makers why such assertion is not goodotapolicy.)
Companies were actively "designing out" U.S. parts and components from their product

This "trade war" reached the highest levels of government. Udliyahe U.S.
withdrew the pipeline sanctions and ameliorated excessivetanxitiaial controls by
treating subsidiaries of U.S. companies that were organized and#rer country’s law
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as other than a "U.S. person" (under most laws) and by creatimtg th@imis rule to
exempt from re-export controls most items made with 10 peocdass U.S. content (25
percent to all countries except those in Country Group E). Thudgtmaimis rule has
served as an important safety valve to relieve some presstunstagdraterritorial U.S.
re-export controls and to dampen the desires of allies to "desijnU.S. parts and
components. It thus preserves respect for U.S. re-export controly siynpbt applying
them to the nth degree. EAR 734.4 and Supplement No. 2 to EAR Part 734 thawe se
the de minimis rule and instructions for performing calculations to determine whether
product is not subject to the EAR. Those applyingddeinimis rule are usually those
who are most careful to comply with U.S. re-export controls.

The first thing that the revised rule does is to allow mosivsoé "bundled”
with hardware to be treated as apart or component for de minimis calculations.
Unfortunately, it limits what software can be treated asomponent of hardware,
bundled with the hardware, to ECCNSs classified as XX99X (AT only cobed items)
and EAR99 items. The agencies were too nervous to include albsefamd could not
articulate what they thought should be excluded that was not alreathded. We
recommend that anyone submitting comments should state thatladoftware should
be eligible for bundling other than those items already exclled from the de minimis
rule. At minimum, software classified under ECCN 5D002 bueligible for export
under License Exceptions TSU or ENC-Unrestricted to &lbut the AT-controlled
countries should be eligible given that those License Exméons effectively treat
them as AT only controlled. Particularly, it makes no sense to treat such items as
ineligible for the 25 percerde minimis rule because they would not be counted in any
calculations anyway since they do not require a license except tnkTeontrolled
destinations (currently Cuba, Iran, North Korea, Sudan and Syria).

This distinction means, for example, that Windows XP, Vista, and othes m
market products can be calculated as bundled into hardware jusithi&e parts, but
Linux, Windows CE, Windows XP Embedded, and other similar products céenot
because BIS/NSA consider those products not to be mass marketeeligibbrder for
products not eligible to be treated as components of hardwarepibitez must revert to
software-to-software, hardware-to-hardware, or technology-toydogy de minimis
calculations.

Second, the ruleeliminated the requirement to file one-time reports for
software to qualify for de minimis. That is good news because otherwise, products
clearly eligible forde minimis treatment would not qualify if no one had ever made a
report. However, caution is advised because it means companiegarfasm their own
calculations and stand behind them with no backing from the governm@w.reThe
rule specifically warns ofecord keepingrequirements in order to demonstrate that the
de minimisrule applies.Thus, we advise clients who use our model form of "one-time
report" to continue using it (but just for your files) to document your own de
minimis calculations. Of course, as with all other aspects of the EAR, exporters may
seek advisory opinions from BIS either formally pursuant to EAR 748.3(ofamally
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(remembering the admonition that oral advice is worth the papahah it is written).
Few one-time reports have been filed for technology, sadaheirement to file one-
time reports for commingled technology has been retained.

Finally, the rule streamlined many aspects of calculationsingfawith "what is

a part." The old rule simply gave one example, stating that a periphetalktsanply
rack mounted or cable connected could not be considered "a part." Hp\B¢Se
advised that telecommunications systems, for example, with compaiemly cable
connected, could be treated as one systemdéominimis purposes if each was an
essential part and not the "principal element.” The revisesl indorporates those
advisories by stating that a part must"becorporated” into the foreign made item,
meaning the "U.S.-origin controlled item is: Essential to thectioning of the foreign
equipment; customarily included in sales of the foreign equipment;eaexiorted with
the foreign produced item."

U.S.-origin EAR99 or XX99X classified software may be considébeahdled"
into non-U.S.-origin hardware if it is "re-exported together with itteen and is
configured for the item, but is not necessarily physically incorpotiatedhe item.” A
good example of unincorporated bundled software is a printer driveemds on disk
with the printer.

The calculation fode minimisis:

Value of the U.S.-origin Controlled Content (FainMet Value if different from Selling Prite
divided by Fair Market Value of Non-U.S. Made Protlim Market Where It Is Sold

Do not consider as part of U.S.-origin content any such content that may be
exported to the destination in question with No License Required or uncemsk
Exception GBS. Please note that this exclusion from the scope &ARedoes not
apply to the following products: (1) shipments to a Computer Tier 8ndéen (as
defined in EAR 8 742.12) of computers exceeding a Weighted Tera Fta® §reater
than or equal to 0.75 that contain U.S. origin semiconductors (other tharorsn
circuits) controlled under ECCN 3A0OI; (2) shipments to a Cosplier 4 destination
(as defined in EAR § 742.12) of computers exceeding 0.002 WT containing U.8. origi
semiconductors (other than memory circuits) classified under 3A00Higbr speed
interconnect devices controlled under ECCN 4A994.j; (3) encryptiors icemtrolled for
"EI" reasons under ECCNs 5A002, 5D002 or 5E002, except those that have been mad
eligible after notification or review for License Exceptio®U, ENC-Unrestricted or
Mass Market treatment; (4) specified commercial standbyumgint systems integrating
QRS 11-00100-1 00/10 1 Micro-machined Angular Rate Sensors.

The application of thele minimis rules will, of course, be technical and result in

other nuanced questions, but we believe this rule clears up manydodghgtquestions
and is much cleaner and less cumbersome to apply than in the past.
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(Besides the restriction on what software may be treated as dumdiebelieve
the fundamentals of the rule should focus U.S. jurisdiction on the U.Sxadtegns in
non-U.S. origin items, as has long been the case. This rulesglaiisdiction over the
whole end-item because it contains U.S. content, which seems over-reaching.)

One last note, some believe this rule is different from OFRAE€s. However, our
view is that, for the most part, OFAC sanctions rules hase rainimis rule but do not
explain how to calculate it. We find the explanation in the HARmore useful to
interpret and not in contradiction to OFAC rulesdaminimis with one exception. The
Iranian Transaction Regulations (31 C.F.R. Part 560) treat aragdenminimis if it has
less than 10 percent or less for Iran, whereas all othes ewk 10 percent or less. But,
we have never found a single item to be precisely 10 percent U.Sntcomtas appears
to be a distinction without a difference. However, exporters shoutdtedul to ensure
that their non-U.Sde minimis transactions are not captured by controls on "U.S. person”
facilitation.

1.4 BIS Amends EAR to Expand Scope of Reasons Allowing Listing &farties on
Entity List; Moves Parties from General Order No. 3 to Entity List; Adds Other
Parties to Entity List. On August 21, 2008, BIS amended the EAR to expand the scope
of reasons for which BIS may add a party to the Entity List.H&8 Reg. 49311 (Aug.

21, 2008).) The final rule is very similar to BIS’s June 5, 2007 proposed rule on the
same mattet

The Entity List is a means by which BIS informs exporters tlenges are
required for export to certain end-users of all or some itemsciubj¢he EAR because
the end-user poses a risk of unlawful end-uses. Before the August 21firiz008le,
BIS could place a party on the Entity List to inform exporters ihah$es are required
for exports, re-exports or in-country transfers to said dartyhe reasons addressed in
EAR 744.2 (nuclear end-uses), 744.3 (missile end-uses), 744.4 (chemidadlagdtal
weapons end-uses), 744.6 (proliferation-related activities of U.Sonsyrs744.10
(certain entities in Russia), 744.17 (general purpose micropovsefss military end-
uses/users), 744.20 (entities sanctioned by State Department), or 74ditaty(snd-
uses in China).

Under the August 21, 2008 final rule, BIS can list even more parties timeler
new broader and vaguer standard of a reasonable cause to believe, basstficrand
articulable facts, that the party has been involved, is involvepo®es a significant risk
of being or becoming involved in activities that are contrary to thiere security or
foreign policy interests of the United States, or is acting on behalfich parties. The
activities at issue do not even need to involve items subjebet&AR in order for an
entity to be listed. U.S. persons, as defined by EAR 772.1, however, canisb¢demh
the Entity List under EAR 744.11. EAR 744. 11(b) provides the following idtise
examples of activities that could be contrary to U.S. national iseaurforeign policy
interests:

(1) Supporting persons engaged in acts of terror;
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(2) Actions that could enhance the military capability of, or dbdity to
support terrorism of, governments that have been designated by the
Secretary of State as having repeatedly provided support for acts of
international terrorism;

3) Transferring, developing, servicing, repairing or producing convehtiona
weapons in a manner that is contrary to United States natianaltgeor
foreign policy interests or enabling such transfer, service, repair,
development or production by supplying parts, components, technology or
financing for such activity;

4) Preventing accomplishment of an end use check conducted by or on behalf
of BIS or the Directorate of Defense Trade Controls of the Dmeat of
State by precluding access to, refusing to provide information about, or
providing false or misleading information about parties to the transact
or the item to be checked. The conduct in this example includes expressly
refusing to permit a check, providing false or misleading information, or
engaging in dilatory or evasive conduct that effectively preventshibek
from occurring or makes the check inaccurate or useless. A neieebe
the conduct of the party to be listed and the failure to produce aetempl
accurate and useful check is required, even though an express refusal by
the party to be listed is not required; or

(5) Engaging in conduct that poses a risk of violating the EAR when such
conduct raises sufficient concern that the End-User Review dteam
believes that prior review of exports or re-exports involving thiey@and
the possible imposition of license conditions or license denial eakanc
BIS’s ability to prevent violations of the EAR.

BIS’s expansion of the scope of the Entity List was precipitaiepait by the
Mayrow General Trading casMéyrow). In this case, BIS realized that it did not have
legal authority to put Mayrow and related parties on the Entity Li$teoDenied Persons
List but felt it important to prevent exports to them on the bdi@f Mayrow and related
parties were transshipping parts for Improvised Explosive Deviéd35{l through the
UAE to Iran for use against U.S. troops in Irag. As a reBlf, amended the EAR on
Juneb5, 2006, to create General Order 3 imposing a license requirement orsexpor
re-exports of all items subject to the EARMayrow: and related entities. (71 Fed. Reg.
32272 (June 52006) Again, BIS expanded General Order 3 on September 6, 2006 (71
Fed. Req. 52426 (Sept. 6, 20Q&hd then again on June 8, 2007 (72 Fed. Req. 31717
(June 8, 2007)Xo include other entities relatedMayrow and others that have supplied
or may supply components for IEDs.

Based on the new authority, BIS amended the EAR to move all parti@snieral
Order 3 to the Entity List and remove General Order No. 3FEd3 Reg. 54499 (Sept.
22, 2008) HIS also added some 75 other persons and entities to the IEstifgr their
acquisition or attempted acquisition of IEDNewly added parties are located in Canada,
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China (including Hong Kong), Egypt, Germany, Iran, Kuwait, Lebanon, Malaysia,
Singapore, South Korea, Syria and United Arab Emirates; based oneaagamcy
investigation involving the Office of Export Enforcement Miami Fi€dfice and the
FBI. A grand jury also criminally indictetl6 of these entities and individuals.

Many exporters have asked BIS for clearer notice of entities theatU.S.
Government knows present a risk of diversion, so this is an examplangf daeful
what you ask for. BIS warned exporters of low level components thatniéed to
remain vigilant about nefarious end-uses-even if not in weapons & dessruction
activities. Frankly, for those types of components which are sold through distrjlbléors
end-users and end-uses are extremely difficult to police. ngjistie parties is helpful,
although it will now be a strict liability violation to sell to these nevtips.

In a somewhat related matter continuing the theme of providing mireniation
on nefarious end-users, BIS also put out guidammcéow to avoid diversions to Iran’s
nuclear weapons related activities, which does not affect most U.S. exporters.

The August 21, 2008 rule also revised the EAR to establish proceduresddr |
entities to request that their listing be removed or modified. Hin-User Review
Committee (created for VEU) will review requests to adthsentities to or remove them
from the Entity List in Accordance with the procedures sehfortSupplement N to
EAR 744. BIS added Suppleménto the final rule in response to public comments that
more information needed to be disclosed on the process for adding and remotrasy pa
from the Entity List. Created in 2007. The End-User Reviemn@itee is chaired by
the Commerce Department (currently Karen Nies-Vogel) and alsoistonef
representatives of State, Defense, Energy and, where appropriasuryre It will be
easier to add parties to the Entity List than to remove or modifiese because decisions
to add a party can be made by majority vote, but decisions to detetames must be
made by unanimous vote (giving every agency a veto). The procedure offeliisniaa
notions of due process, which is probably why U.S. persons will not be listed.

In response to public comments to provide guidance whether partit=dréda
listed parties are also caught, BIS stated that it would publistagee in the near future.
BIS's position is that it believes that decisions to listefrain from listing a subordinate
or affiliated entity should be made on a case-by-case basis bgntivser Review
Committee.

15 Commerce Control List Changes

1.5.1 BIS Amends EAR to Implement Wassenaar 2007 ChangesOn October 14,
2008, BIS amended the Commerce Control List (CCL) to implement changde by
the Wassenaar Arrangement to its Dual-Use Control Listsa2Q07 Plenary. 73 Fed.
Reqg. 60910 (Oct. 14, 2008)he October 14 rule also implements modifications
concerning solar cells that were made by the Wassenaar Arramgen2906. The rule
was effective October 14, 2008. If you have not already done so, rithéee changes
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carefully, revise your export product matrices to indicate any newaterdr releases
from control applicable to your products, and revise your procedures accordingly.

Following are some of the more important changes made by the Odtéper

2008, rule:

ECCN 1A004.a Expanded controls on gas masks, filter canisters and
decontamination equipment and specially designed components, to cover
such items designed or modified for defense against certain ritblcon
agents.

IAOOG6: Added new ECCN to control equipment and related items that
are specially designed or modified for the disposal of improvised
explosive devices.

1A007. Added new ECCN to control equipment and devices specially
designed to initiate charges and devices containing energetidaisatiey
electrical means.

2B002.c Revised controls on optical finishing machine tools by changing
number of axes (which can be coordinated simultaneously for contouring
control) from three to four.

3A0Ol.c Modernized control levels for acoustic wave devices ima,c.|
c.l.b, c.l.c.3, and c.2.

3A001.e.4 Created 3A0O0l.e.4 to list explicitly cover certain solatsgel
cell-interconnect cover glass assemblies, solar panels, and sojar arra
3A002.g Expanded controls on atomic frequency standards.

3C002.e Created 3C002.e to control all resists designed or optimized for
use with certain imprint lithography equipment.

3C005 Expanded controls to cover gallium nitride substrates, aluminum
nitride substrates, and aluminum gallium nitride substratesd@itian to
silicon carbide substrates which were already controlled by ECQRZC
having resistivites greater than 10,000 ohm-cm at 20 degrees Celdius a
to cover ingots, boules, or other performs of any of the foregoing materials
with such resistivities.

3C0068 Created 3C006 to control 3C005 substrates with at least one
epitaxial layer of silicon carbide, gallium nitride, aluminumridé or
aluminum gallium nitride.

5A001.h Expanded controls on underwater communications systems.
5A002 Revised paragraph e to Note to clarify that portable handheld
devices (e.g., 3G cellular phones) providing secure Web browser, e-mail
or other encryption capability across networks are controlled by 5A002,
unless they qualify for 5A992 on other grounds (e.g., BIS provides a mass
market encryption classification). Added paragraph g to Note to exclud
from 5A002 certain portable or mobile radio telephones and simiéant cl
wireless devices for civil use. These revisions to the ND&®AD02 also
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affect controls on software with encryption under 5D002’s cross-refere
to the Note.

* 9A012.b.4 Created 9A012.b.4 to control air breathing reciprocating or
rotary internal combustion type engines specially designed or modified t
propel unmanned aerial vehicles above 50,000 feet.

The October 14, 2008 rule did not implement all Wassenaar 2007 Dualidise L
changes. The Wassenaar Arrangement also expanded controls on caiéhas.A.3
(ECCN 6A003 is EAR equivalent) and optical sensors in WA 6.A.2 (RGB002 is
EAR equivalent). A separate EAR rule will be needed to implethese revisions. This
rulemaking effort is presently on hold while State and Commereenpgttto resolve
export control jurisdiction issues in this often controversial product area.

As usual, BIS is pledging to work harder not to take ten months to publish
regulations implementing interagency agreed upon changes next year.

1.5.2 BIS Publishes Second Results of its Comprehensive CCL Revie®@n October
6, 2008, BIS published a final rule that implemented the second phasetlufee part
comprehensive review of the Commerce Control List (CCL), wbhegan in 2007. 73
Fed. Reqg. 50033 (Oct. 6, 2008pyhis rule takes account of comments from BIS’s
Technical Advisory Committees and the public. The revisions in rthes include
clarifications to existing controls, eliminating redundant or outtatatrols, establishing
more focused and rationalized controls, and adding additional contratkafiy or for
consistency with international regimes. The rule was effe€@e®@ber 6, 2008. If you
have not already done so, review these changes carefully, revise your mqolrdt
matrices to indicate any changes applicable to your products, ane yeuvisprocedures
accordingly.

This rule follows the first results of the CCL review, whictSBiublished in the
Federal Register on April 18, 2008, and which contained technical ton®and
clarifications that did [ELC Memo on Regulations Implementingdft Control Reform,

Etc. October 24, 2008 Page 23] not require interagency clearance. (For more on the April
18, 2008 rule, see our ELC Memo of May 30, 2008.) The third phase of thee@iéw
concerns changes that need to be approved by international regimesMassenaar
Arrangement) or the U.S. Congress.

Some of the most important changes made by the October 6 ril¢har
following:

* 4A994 (Computers and related items not controlled by 4A003 or other
more stringent ECCNSs):

— Raised the control parameter on computers in 4A994.b from an APP of
0.00001 Weighted TeraFLOPS (WT) to 0.0 128 WT.

— Raised the control parameter on equipment for "signal processing” o
"image enhancement" in (f) from an APP of 0.00001 WT to 0.0128 WT.
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— Deleted (c)(2)(certain electronic assemblies), (d)(aertisk drives and
solid state storage equipment), (e)(input/output control units designe
use with foregoing disk drives and solid state storage equipment),
(g)(certain graphics accelerators and graphics coprocessolggrig
color displays and monitors), and (k)(I )(certain hybrid computads a
related items).

These deleted items now fall to EAR99. This can be a slight ibematf makes it
more complex for reexporters who are trying to determine whetlegpods of U.S.-
origin products are exempt from OFAC reexport controls applicablg tnlitems
controlled for export in March 1995 to Iran, because they canngilysilook just to
EAR99 but must also exclude from the exemption products that have bkesifestl to
EAR99 (for the first time since 1991).

» 4A980 (Computers for fingerprint equipment, not elsewhere specified)
Added note to clarify that 4A980 does not control equipment limited to one
finger and designed for user authentication or access control, giretééion
that had never been published.

» 5A99I (Telecommunications Equipment not controlled by SAO®gmoved
(b) (8), (c)(2), and (c)(4). (b)(8) controlled certain equipmeavipiing digital
"signal processing”, (c)(2) controlled certain equipment with ghatied
Services Digital Network functions, and (c)(4) controlled ¢ersgquipment
for routing or switching “fast select” packets. These alsotéaEAR99, with
the same comment as made above.

» 4AIO 1 (Computers and digital differential analyzers, not cordolly 4A00
1, designed or modified for use in missileddded a note to 4AIOIl .b to
provide a definition of “radiation hardened.”

Other ECCNs that were amended include 1C350, 1C35I, 1C352, 1C353, 1C354,
1C360, IEOOI, 1E002, 2B0I8, 2B1 19, 2B350, 2B351, 4D993, 4E992, 6A995, 7DOOI,
7E001, 7E002, 7E101 and 9E101.

The October 6 rule included changes not relating to the CCL revieiR.784.21
prohibits exports, reexports, and transfers of 744 Supp. 2 items to the'Bd&dgpublic
of China without a BIS license if you know, or have been informed bytB# the item
is intended, entirely or in part, for a military end-use in tRCPThe October 6 rule
amended 744.21 to clarify that it applies only to Supp. 2 items thagulject to the
EAR.

1.6 BIS Mandates Use of SNAP-R to File License ApplicationClassification.
Requests, and Certain_Other_Submissions BIS issued a final rule requiring that
virtually all export and license applications, classificatiequests, encryption review
requests, License Exception AGR notifications, and accompanying docuimeatisof
the foregoing be filed through BIS’'s SNAP-R system.F&8. Reg. 49323 (Aug. 21,
2008). Paper applications are no longer acceptable for such submis3ibigs.
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requirement does not apply to other submissions, such as applicatio@pedoial
Comprehensive Licenses or Special Iraq Reconstruction Licendeisory opinion
requests, encryption self-classification notifications (EAR 742. 1(Ix(loy encryption
key-length increase (EAR 740.1 7(d)(3)) notifications.

The SNAP-R filing requirement was effective October 20, 2008. Agqmisccan
now file using paper only if one of the following exceptions applies faactical matter,
the main exception is (i)):

® BIS has received no more than one submission (i.e. the total nuhbe
export license applications, reexport license applications, encryption
review requests, license exception AGR notifications, and ifitag®n
requests) from that party in the twelve months immediately giegets
receipt of the current submission;

(i) The party does not have access to the Internet;

(i)  BIS has rejected the party’s electronic filing regasion or revoked its
eligibility to file electronically;

(iv)  BIS has requested that the party submit a paper copy fortiaube
transaction; or

(V) BIS has determined that urgency, a need to implement U.S. government
policy or a circumstance outside the submitting party’s controifyjust
allowing paper submissions in a particular instance.

To request authorization to file a paper application, an applivaist state in
Block 24 or in an attachment to the paper application which of the SRAikng
exception(s) applies and provide supporting information. If BIS disagteed|, return
the paper application without action.

We have strongly recommended that companies register and use FSRER
before it became mandatory anyway. It saves at least one or teks wempared to
paper submissions because applications filed electronically registered almost
immediately. The applicant will also receive the BIS r&es/decision letters
electronically the day they are approved. While paper copies of Igdesesion letters
will still be mailed, it may delay the process an additional tméwo weeks. The
electronic licenses/decision letters obtained from SNAP-R agetefé upon issuance.

We can provide assistance in registering for SNAP-R. BIS progidieiance on
its website ahttp://www.bis.doc.gov/snap/pinsnapr.htriarlier, BIS issued a proposed
rule concerning mandatory SNAP-R. F2d. Reg. 59231 (Oct. 19, 2007). The August
21, 2008 final rule makes only minor changes to the Oct. 19, 2007 proposed rule. The
most important change may be exempting from the SNAP-R filing esgamt
applications for Special Irag Reconstruction Licenses.

1.7 Census Bureau Implements Mandatory Automated Export System Hking for
All Shipments Requiring Shipper's Export Declaration Information. On June 2,
2008, the U.S. Census Bureau issued a final rule to require tleapaltt information for
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which Shipper’s Export Declarations (SED) are required bd fheough the Automated
Export System (AES). 7Bed. Reg. 31548 (June 2, 2008). Mandatory AES filing has
been introduced in stages. Prior to the issuance of this rulefilkiSvas mandatory for
all items subject to the ITAR or listed on the EAR’s ConmgreControl List, but paper
SEDs were still acceptable for EAR99 items. Under the June 2, 2008 ruleDall(Sow
known as Electronic Export Information or EEI must be filed througls AEeven for
EAR99 items. While the changes became effective on July 2, 2008getisas Bureau
did not mandate enforcement until September 30, 2008, to provide theyrsifBtient
time to comply with its provisions. Census officials will berfpening substantial
outreach to industry on FTR requirements.

The rule significantly revises Census’ old Foreign Trade Stsifegulations
(FTSR) and renames them the Foreign Trade Regulations (FTR). t&spaho have
not done so should review the FTR and update their procedures accordinfiiyndor
export information and their export compliance programs. The AES #begnptions
have been revised in certain respects, but such changes apparerihlyacosmetic.
Census officials have stated that everything that was exenmptfifing in the old FTSR
is also exempt in the FTR.

The June 2, 2008, rule implements provisions in the Foreign Relations
Authorization Act (Public Law 107-228), which was enacted into law in 20D2nsus
issued an earlier version of the rule in proposed form on February 17, 20051, Reg.

(Feb. 17,2005). Issuance of the final rule was held up because of a dispute between
Census and the Department of Homeland Security (DHS) concerningh#énmg of
export data with foreign governments and the Option 4 program. Whitatihaes to

favor sharing of such data with foreign governments to fight terrobd#g allowed the

final rule to proceed with a prohibition on sharing AES data withigargovernments.

The Option 4 program allows approved exporters to file export informaticio tgn
calendar days after export. Despite objection from DHS that ssguleconcern that the
program created a potential loophole that could impede enforcemgi@n @ remains in
place (now known as post-departure filing) for approved users, but thensin on
accepting new users also remains in place as negotiations between the agaticies.

The FTR also provide for higher civil penalties. Civil penaltasféilure to file

or late filing were increased to a maximum of $1,100 for eaclofldglinquency with a
maxim of $10,000 per violation. Also, for other violations of the FTR.(diling of
false and/or misleading information), a maximum civil penalty of $10,680 be
imposed per violation. The FTR also provide that the maximum cHimigaalty for
each filing violation made knowingly is a $10,000 fine or imprisonment fonoi@ than
five years or both. (We understand that the said criminal pesdldve been effective
since the enactment of Public Law 107-228.) In the past, the maxpenaity for most
civil violations under the old FTSR was $1,000 per violation and neverceaforThe
June 2 rule provides for the enforcement of the FTR by the BISteOtif Export
Enforcement (OEE) and DHS’s Customs and Border Protection (@BPP)mmigration
and Customs Enforcement (ICE) as well as by Census. Custanth@ized to enforce

Page 23 of 35



BAKER_DONELSON

BEARMAN, CALDWELL & BERKOWITZ, PC

the FTR at the borders. OEE is authorized to enforce in caseg brings, or when
requested by Census. Census’ practice is to work with exporteesd®wachieving
informed compliancg85-95 percent), but if the exporter does not cooperate, or the
matter is more serious, they will refer cases to OEE fanermigorous enforcement since
Census has no enforcement branch.

The FTR contain provisions for the filing of voluntary disclosures, whit
practice apply when the procedure for correcting AES filings isamatlable. (Census
officials have said if errors can be corrected, generallyinvBB days of departure, it is
usually sufficient for the exporter to correct the AES recosdgravided by the FTR. If
not, consider filing a voluntary disclosure.) The FTR’s voluntarylassice provisions
are similar to the EAR’s voluntary disclosure provisions. TheR’BTvoluntary
disclosure provisions state that Census will notify OEE, CBP, &idf aboutall
voluntary disclosures and will refer matters, if necessaryheoOEE. Census officials
have stated that they will recommend that OEE prosecute animdist egregious cases
of noncompliance, and OEE officials have said they have sufficierlead not to want
to pursue minor paperwork violations. However, Census officials Havestated that
parties making four voluntary disclosures in three years for the s#emrse will not
receive the benefit of mitigation for the fourth voluntary disclosure.

In the area of routed transactions, the FTR require an agentooéigPrincipal
Party in Interest (FPPI), upon request, to provide to the USPBpy af the agent’s
power of attorney or written authorization to file the EEl on behalf of the FP®Ieatbie
USPPI provides the required export information to the agent to préparEEl. The
FTR also requires such agent to provide the USPPI with certainetiateents filed
through the AES, which will better enable the USPPI to verify titmagent has filed the
USPPI-provided information accurately. These requirements existed timeleold
FTSR, but were not clear, and caused a fair amount of confusion ifortharding
industry. The FTR also clarify that the USPPI can file AES dmlbeof the FPPI if
authorized to do so.

The appendices to the FTR include a sample power of attorney andpke sam
written authorization that parties can execute to authorizesotbeprepare or transmit
electronic export information, ABS filing codes, summary of exemptionseacddsions
from EEI filing, and a concordance chart between the provisions oldifeTSR and the
FTR.

1.8 Additional Issues of Note

* BIS has invited companies to submit e-mails_to CommodityGicesson
(d~bis.doc.govto request BIS to make links available on its web site of
company classification data so that exporters will have one ptage for
such links. Companies should provide: 1) company name, 2) general
description of the products/services, 3) commodity classificatifmmmation
website address, and 4) export control point of contact.
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 The Emerging Technology and Research Advisory Committee had its
initial meeting to begin consideration of the Deemed Export Advisory
Committee Report and commerftem exporters(we assisted on some) on
that Report’s proposals to limit the scope of technologies, sutyethe
deemed export rule, but perhaps expand the pool of persons subject to
deemed export licensing requirements. Their important work in ths iar
just getting started.

* BIS added Kosovo to the EAR under Country Group B among other things.
73Fed. Reg. 512.17 (Sept. 2, 2008)

* BIS issues minor changes to regulations on chemical and biologicpbmgea
related controls by revising controls on animal pathogens and adding Guinea
Bissau and Republic of the Congo as States Parties to the Chamdal
Biological Weapons Convention. F&d. Reg. 38908 (July 8, 2008)

» AEA submitted comments on which we assisted on Conforming Changes to
Certain End-User/End-Use Based Controls in the EAR; Clatifin of the
Term "Transfer" and Related Terms as Used in the ,[BAfitch focused on
the recent trend to increase controls on in-country transfers, whkich
unenforceable by exporters or the government but an increasing trap for the
unwary.

* BIS is making more online training tools and power points availablgson
web site.

Defense Export Control Developments

There have been fewer developments of note with regard to ITAR cowmlia
While Presidential Directive 56 required reform of ITAR licegs that has largely been
interpreted by the State Department as a requirement to speedcegsing of license
applications, agreements, and commodity jurisdiction requests. \Wiglencreased
efficiency is quite helpful in many cases, DDTC has gone to extrenresurning cases
without action if it would take longer than the new timelindsvalto process the files.
This is a false time savings. Further reform of commoditisdistion decisions will
require changes in personnel at the policy level or an additional push.

2.1 Increases in ITAR Reqgistration Fees After limiting the registration period to
one year for all registrants in July, the Directorate ofeDsé Trade Controls published a
final rule on September 25, 2008 instituting a new fee schedulel fargidtrants (i.e.,
manufacturers, exporters, and brokers). SeeF&® Reg. 55439 (Sept.25, 2008
Registration fees will now start $2,250 per year and rise depeodirige number of
authorizations (e.g., licenses and agreements) approved by DDTC iretheupryear.
For companies with a large number of authorizations per year, ¢henrises could be
dramatic.

DDTC states that it is adopting the new fee structure "tietbalign registration
fees with the cost of licensing, compliance and other relat@dtiast e. g. commodity
jurisdictions and to meet the requirements of the PresidentisfdaSecurity Directive-
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[56] on Export Control Reform.” In other words, more personnel for licgnand
prosecuting enforcement cases.

The new fee structure is broken down into the following three tiers:

* $2,250 for new registrants and those registrants for whom DDT@dtas
reviewed, adjudicated, or issued a response to any applications with the
previous year. (i.e., the twelve-month period ending 90 days prior to the
expiration of their registration).

* For those registrants where DDTC reviewed, adjudicated, or issued
between one and ten application in the previous year, the newthebev
$2,750

» For those registrants where DDTC reviewed, adjudicated, or issuerd
ten applications in the previous year, the new registratiorwitebe
$2,750 plus $250 for each application over ten. For Tier 3 registrants
whose total registration fee exceeds three percent of thevalisd of
applications processed by DDTC, their fees will be capped & peneent
of the value of all such applications or $2,750 whichever is greater.

Applications that count toward registration fees include alinbes (including
amendments) and agreements (including amendments). Case tretuimned without
action or denied do not count towards the calculation of registration féetintary
disclosures, commodity jurisdiction requests, and submissions that doequote a
response from DDTC (e.g., sales reports) do not count.

Non-profits, such as universities, can apply to have their fees reduced to Tier 1.

Expect a letter from DDTC at least 60 days prior to the end of garrent
registration notifying you of your new rate. If you fail to receivettel, you can contact
DDTC for the calculation. If you disagree with DDTC’s calcigiat you may submit a
challenge with your renewal package, so long as you pay the minimuofh $26250 at
that time.

2.2 DDTC lIssuesFinal Rule Concerning FAA Certified Parts and Components

On August 14, 2008, the Directorate of Defense Trade Controls (DDTCislpexdbla
proposed rule clarifying the application of Section 17(c) of the Export Administration Ac
(EAA) to civil aircraft parts and components Féd Reg. 47,523 (Aug. 14, 2008After
reviewing more than 20 comments from industry on the proposed ruleshpmedblby
DDTC on April 11, 2008 see ELC Memorandum of May 30, 2008), DDTC issued the
final rule in substantially the same form.

The final rule creates a Note to U.S. Munitions List Categoryi(NMllthat
provides that civil aircraft parts and components are not suijgatisdiction under the
ITAR if such part or component is:

(@) standard equipment;
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(b) covered by a civil aircraft type certificate (including earded type
certificates and supplemental type certificates) issued byRAA][for
civil, non-military aircraft (this expressly excludes militaryrceaft
certified as restricted and any type certification of Milit&€«ommercial
Derivative Aircraft, defined by FAA Order 8110.101 effective date of
September 7, 2007 as "civil procured or acquired by the military”);

(c) an integral part of such civil aircraft; and

(d) not Significant Military Equipment (SME) under the ITAR.

If any doubt exists as to the above criteria, the rule siad¢s formal commodity
jurisdiction is required.

"Standard equipment” is defined as a "part of component manuféciare
compliance with an established and published industry spemficaindustry
specification or an established and published government speacifi¢atg., AN, MS,

NAS or SAE). Parts and components that are manufactured aad teseéstablish but
unpublished civil aviation industry specifications and standards are ‘stiandard
equipment,” e.g., pumps, actuators, and generators. DDTC included unpublished
specifications and standards in response to industry concernsnihieigl the rule to
published materials did not take into account that many aerospacécstieas and
standards go unpublished to protect intellectual property rights of the mamefact

The proposed rule also clarifies that simply testing a partoorponent to a
military standard does not mean that it does not qualify as "sthedaipment,” unless
the part of component was designed or modified to meet the militagifisggon.
Industry often tests civil parts and components to military sgagtibins for marketing
purposes.

The final rule defines "integral" as "a part of component thahstalled in an
aircraft.” In determining whether a part or component may be coedides standard
equipment and integral to a civil aircraft (e.g., latches, fastegemmets, and switches)
it is important to review carefully all of the criteria notadove. For example a part
approved solely on a noninterference/provisions basis under a typeatrtissued by
the [FAA] would not qualify. Similarly, unique application parts or compaerut
integral to the aircraft would also not qualify.

Despite objections from ten commentators, the new rule does rekBSe
Munitions List Category VIII to add military hot section engammponents and military
digital engine controls to Category VIli(b), which makes them SNI&erefore, military
hot section engine components and military digital engine controtsoaedigible for the
self-CJ provisions of the new rule, unless the SME part or comparenintegral to
civil aircraft prior to August 14, 2008. DDTC reasons that req@i€J’s for military hot
section engine components and military digital engine controls Wil 'easure that the
U.S. Government is made aware of and can reach an informedode@garding any
sensitive military item proposed for standardization in the comialaircraft before the
item or technology is actually applied to a commercial airgedgram.” The new rule
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made the following two minor concessions: (1) the rule exempts mihta section and
digital engine controls parts and components manufactured to design dralabegs
prior to January 1, 1970; and (2) DDTC will not require DSP-83 Namsfer and Use
Certificates for the export of spare parts for hot sectionsdaytdl engine controls for
previously authorized exports.

2.3 DDTC Changes to Licensing of Foreign Person EmployeeDTC issues an
update to its policy regarding licensing of foreign person employeblsSofcompanies
who have access to ITAR-controlled data and services as périojob. DDTC has
eliminated the redundancy of having both a DSP-5 license and a Techssistance
Agreement (TAA) in place to cover a foreign persons’ employment and relatedestivit

Now, U.S. companies need only obtain a DSP-5 license to authorizariséet
of technical data and defense services to their foreign person engployedoreign
person employee may be located in the United States or overselmigsas the
employee is a "full time regular employee who is directly paid, etsuhired, fired
and/or promoted exclusively by the [U.S. company]." The DSP-5 licgmslecation
must specifically state in block 20 that it is "[flor employmeht foreign person who
will require access to technical data related to [namerofram/commodity].” The
following supporting documents must be attached to the license applicdfiprcover
letter explaining the requirement and scope of employment; (2) copysepga and
work authorization; (3) resume; (4) job description; (5) detained igésor of technical
data to be released and copies of such data as necessary; (6)clomudisagreement (a
template is provided on DDTC'’s website); (7) the company’s TeolggdaControl Plan;
and (8) a DSP-83 for applications involving SME or classified iteDISTC has created
a sample checklist for completing a DSP-5 application for dor@ational employees,
found at http://www.pmddtc.state.gov/licensing/documents/Industry Chesklist_dsp-
5FPE.doc The DSP-5 license will be valid for the shorter of four yearhe expiration
of the foreign person employee’s authorization to stay in the United States.

If a foreign person is to engage in activities covered by a TAdnigloyer has in
place, the TAA must be amended to specifically identify the dareemployee’s
country/countries of nationality if such countries are not alreadyirwithe geographic
scope of the agreement, but the foreign employee does not have to bengigndte
agreement. However, DDTC has indicated in its FAQ's relatetisonew policy that
"the agreement holder must amend the agreement to spégifubahtify the foreign
person employees of all U.S. signatories." The statement shoulddeeima2 CFR
124.7(4) with other statements regarding transfer territory. Ifateégn employees are
not already identified, this statement should be included in the next amensubmitted
to DDTC for approval.

If you have DSP-5s and TAAs currently in place for certain foreigpleyees,
those authorizations are still valid. Once the authorizations exitewill be required
to submit the appropriate authorization consistent with the cuytedénce. If you wish
to immediately take advantage of this new policy, you must subngtaDSP-5 license.
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Upon receipt of the the DSP-5 application, you may surrender the ofEr5Cand
terminate the TAA. This new policy removes the dual licensinth@fpast and makes
licensing of a foreign employee less complicated for U.S. employers going forward.

Embargo and Sanctions Developments

3.1 North Korea Removed from List of State Sponsors of Terrorism, buTight
Export Controls Remain in Place There have been a number of front page headline
developments regarding the North Korea sanctions, but no actual chandgg iexplort
controls yet. Until the EAR is amended, virtually all exports to North Korea still
require a license. Despite the numerous press releases and official Presidantal
Secretary of State determinations removing North Korea frometherism list (73Fed

Reg. 63450 (Oct. 24, 2008)xhere have been only very minor changes to the sanctions
with "relaxations” essentially symbolic in nature with littkal effect on international
trade.

The United States and North Korea met in Singapore in April 2008tz a
September 2007 agreement to freeze the North Korean nuclear weapom@snpitogr
exchange for a relaxation of U.S. sanctions against North Korea.owkdl those
meetings, on June 26, 2008, President Bush terminated the remaining Tradirtia/Nit
Enemy (TWEA) sanctions (already significantly relaxed in 2000 by thato@
Administration), which had been in effect since 1980Fed. Reg: 36785 Jun. 27, 2 00
8. (The only other surviving sanctions program authorized by the TWEA ACQF
Cuban Assets Control Regulations.) However, at the same timejdPteBush invoked
the International Emergency Economic Powers Act (IEEPA) (ttssbfar all other
current OFAC sanctions programs, and currently for the EAR) totamaithe current
strict export controls, continue to freeze already-frozen Nortledfoassets, and prevent
U.S. persons from dealing with North Korean flagged vessels. E.O. 12166d. Reg
36787 (Jun. 27, 2008)Furthermore, a number of key North Korean entities remain on
the OFAC SDN list under non-proliferation based sanctions prograchssibject to
target EAR license requirements. The formal terminatiorhef R{WEA sanctions on
June 26, 2008, was mainly a diplomatic move, as it eliminated only prohibitin the
import of North Korean goods into the United States and restricbons.S. person
assistance to North Korean government nuclear and missile progaithmugh most
such activities would likely be prohibited under the Department ofdynergulations
and/or the EAR and/or the ITAR). Not surprisingly, North Koreans wetamnollified
by being sanctioned under IEEPA rather than TWEA.

EAR dual-use export controls were tightened following an allegathNKorean
nuclear test in October of 2006, which gave rise to UN Security Council Resolution 1718.
These are among the strictest U.S. export controls, imposing expgoddicequirements
on all items subject to the EAR, except EAR99 food and medicinenofed above,
export-related aspects of the TWEA sanctions were suspended inrD8&péaced with
EAR-based export controls.
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The United States also promised to remove North Korea from thte S
Department’s list of state sponsors of terrorism within 45 diayght of a statutory
requirement for Congressional notification. Bush certified to Congregsine 26, 2008,
that North Korea had not engaged in any acts of terrorism in theipasonths, and that
it had provided assurances that it would not do so in the futBiféed. Reg. 37351 (Jul.

1, 2008) The 45-day period was to have elapsed by August 11, 2008, but the U.S.
delayed its implementation of this commitment until October in ordeec¢are additional
promises from North Korea not to re-activate its idled Yangbon plutorgroduction
facility.

North Korea was placed on the state sponsors of terrorism €88 due to its
alleged involvement in the downing of a South Korean airliner in 1987 andsatpport
of terrorist groups; According to the Congressional Researchc8edapan objected to
the U.S. removing them from the list based on claims that NasteakKhas engaged in
the kidnapping of Japanese citizens and that foreign governments taliakald North
Korea to recent support for Hezbollah in Lebanon and the Tamil Tige$siiLanka,
both of which are listed on the U.S. State Department’s listoogign terrorist
organizations. U.S. and Israeli governments have also alleged dhat Hbrea to has
engaged in assistance to the Syrian government - itself a desigtaitedsponsor of
terrorism related to suspected nuclear proliferation a&syitiesulting in the bombing of
a facility in Syria in 2007 by Israel.

Notwithstanding these international objections, after North Koretanted its
nuclear power activities and threatened to remove IAEA insgecRresident Bush
directed the Secretary of State on October 11, 2008 to remove Norih fikmrethe state
sponsors of terrorism list. The effect of this action wasugpend sanctions imposed
pursuant to Section 6(j) of the Export Administration Act of 1979 (cuygremiapse; but
the EAR issued pursuant to the EAA are continued in effect by BExeddrder under
IEEPA as if the EAA were still in effect), Section 40A bEtArms Export Control Act,
and Section 620A of the Foreign Assistance Act.

Removal of North Korea from the state sponsors of terrorignadithorizes the
elimination of certain restrictions on U.S. government institutionSnancial matters,
including:

* Prohibitions on economic assistance from the U.S. government;

* Required U.S. opposition to loans by the World Bank and other international
financial institutions;

* Prohibitions on diplomatic immunity to allow families of terrorigttims to
file civil lawsuits in U.S. courts;

» Prohibitions for tax credits for income earned in terrorist-listed countries

» Denial of duty-free treatment of goods exported to the United States;

» Authority to prohibit any U.S. person from engaging in a financaalgaction
with a terrorist-list government without a Treasury Department licemsk;
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» Prohibition of Defense Department contracts above $100,000 with companies
controlled by terrorist-list states.

The de-listing also removed statutory restrictions on militay dual-use export
controls, but will likely have no practical effect on current EMRTAR export controls
against North Korea. As mentioned above, EAR export controls alreaégdexbe
restrictions that result from a country being listed as & sfabnsor of terrorism. This
action may result in amendments to the EAR to remove temaelated restrictions, and
we understand that BIS is taking the matter under consideratiorhatutd action has
been taken yet. It is possible that the listing could affect timsideration of license
applications for export to North Korea of low-level items, such as mass markputers
and encryption software, that are controlled under the EAR forteandrism reasons
only, and that North Korea could simply be treated as a D:1 (hsasv®:2, D:3, and
D:4) country, but that will require a regulator change. An EAR amend could be
more limited.

While the removal from the terrorism list also eliminates basis for ITAR
licensing restrictions under ITAR 126.1(c), ITAR 126.1(a) and 126.1(d)irsiose a
policy of denial of ITAR licenses, flowing from the imposition ofJ&l arms embargo
against North Korea and various other pieces of U.S. legislation. o\Rérof ITAR
restrictions will likely be far down the road for North Korea. In tase of Libya,
comprehensive U.S. trade sanctions were lifted in April of 2004, amdstremoved
from the state sponsors list in June of 2006. However, Libyalisuject to an ITAR
policy of denial with case by case review for non-lethal defarnseaes, which was only
scaled back from a full arms embargo in February of 2007.

The OFAC Terrorism List Regulations, 31 C.F.R. P&, which prohibit U.S.
persons from engaging in financial transactions with a Temrism List government
will also need to be amended to drop North Korea from the list of desirdffected.
Perhaps this action will also stimulate OFAC to remove Irad-é@ngh from the schedule
of countries in these regulations since they were dropped fromatigesgtonsors lists in
2004 and 2006, respectively, but nonetheless remain listed in the OFAC regulations.

There are still many legal obstacles before trade relatiotisNarth Korea can
be normalized. On October 11, 2008, the State Department issuedshefeicthat lays
out no less than nineteen other U.S. laws, regulations, or Presidietéahinations that
impose various types of export control, financial, and other sanctions against North Korea
or North Korean entities’ based on North Korea’s WMD proliferatictivities, human
rights practices, status as a communist state, and other reasons.

3.2 OFAC lIssues New Sanctions Enforcement GuidelinesThe U.S. Treasury’s
Office of Foreign Assets Control (OFAC) issued a revisédbs€Economic Sanctions
Enforcement Guidelines" on September 8, 2033ed. Reg. 51933 (Sept. 8, 2008Jhe
new Guidelines took effect when issued. Nevertheless, Treasligjtesl written
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comments on them through November 7, 2008. (The "American Bankers AssUciati
NFTC, and others submitted comments).

The new Guidelines reflect continuing efforts to impose regulantan area of
sanctions enforcement that is often criticized as unpredictdible.new Guidelines mark
the first published effort at broad revision since the publicaitiodanuary 2003, of
"proposed rules” which, though never formally adopted, were viewed inforasiky
guide to sanctions penalty practice until last month. OFAC repbats the new
Guidelines also take the place of interim final rules issn@®06, which were addressed
to and limited to banking institutions.

According to OFAC, the new Guidelines were prompted by enactmenteof th

Emergency Economic Powers Enhancement Act (IEEPA Enhancemenih Aatfober

2007, which substantially increased penalties in the IEEPA-basetiosanprograms,
although of course the Proposed Rule predated that by four years. Now, under the
IEEPA Enhancement Act, the statutory maximum penalty for IER#ations can

climb to as high as twice the total transaction value of $250,000 pati®iol The aim

of the new Guidelines is to identify factors and considerations whiatgo into
establishing what, if any, penalties are appropriate.

Several of these aggravating and mitigating factors are muckathe as they
were in the Proposed Rule, having undergone little more than a feanserchanges.
The way in which the factors now are applied to violations, howeveliffegent. The
new Guidelines set forth the general considerations for penassament, most of
which reflect differences in emphasis rather than substance. né@Wwe Guidelines
announce the intention to move away from identification of spefatits (such as the
existence of compliance programs and the like) to the "bettetiggaof identifying
"General Factors" which become "part of a holistic consideratiothe facts and
circumstances of each particular case.Fé@Reg. 51935

One such General Factor is whether the violation is willfulegkless, entailing
guestions of whether it is part of a "pattern of misconduct,” whekbieee was "prior
notice" (including whether a "Cautionary Letter" or a "Finding adlation,” described
below, was previously issued), whether there was deliberate "domeed of the
violation (described broadly as an effort to "hide or purposely obftistteeviolating
conduct), and whether there was an awareness of the conduct ont tbespgervisory
or managerial-level staff—or whether, at a minimum, such dhaffild reasonably have
been aware.

Another General Factor is the violator's own "awareness of cofidwbich
seems to merge at points with the "willful/reckless” factrd they know of the
violation? Should they have known? How deeply was management involved®dA th
General Factor is "Harm to Sanctions Program Objectivesiileg consideration of the
benefits derived by the sanctioned person or country, the potential for dambgs.
foreign or economic policy, whether the activity would have been kt#@sunder an
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OFAC program, and whether the violation was motivated by humanitarian
considerations.

Finally, the new Guidelines set forth several miscellaneousrfawhich should
already be familiar to practitioners, such as the size and volunegufr business of the
violator, and its commercial sophistication; past history of vimtat compliance
programs; remedial measures taken for the violation; cooperaith OFAC; whether
the violation was of a long-standing regulation, or occurred ircdiméext of a recently
adopted sanctions program, and whether to make an example of theryifdatthe
education of others in the market sector. Much of this, of coundleappear to be
slightly newer bottles for the same beverage. It is important, howadrthe regulated
learn to adopt the new language of the regulator when negotiating pghatty is
appropriate or making a voluntary disclosure. From the Guidelines,dfres subjective
considerations of the violator’s willfulness, knowledge, sophisticaand economic size
seem to predominate, but future OFAC practice could vary from these appearances.

By applying the above General Factors, OFAC will now make an imyparew
type of determination as to whether a violation rises to the lev&grégious." From
that determination, OFAC will calculate a "base penalty.”

In the worst sort of "egregious" cases, cases where there waslunttary
disclosure, OFAC can set a base penalty of the statutorynmaxipenalty under the
Enhancement Act, doubtbe value of the underlying transaction or $25,000, whichever
is higher. A voluntary disclosure will reduce the maximum baselfyet@ a sum
approximately equal to half the value of the transaction, essgntalb0 percent
deduction.

In "non-egregious" cases where the violator did not voluntarily disclase
"applicable schedule amount” will be imposed as the base pemalsyich cases, OFAC
will fix the base penalty according to a "schedule" of incremdrgatis set forth in the
new Guidelines. If the value of the transaction underlying the vialdafis within a
certain band, the base penalty level will be the top value obtral. These bands are
fixed at $1,000, $10,000, $25,000, $50,000, $100,000, and $170,000, and, for any
transactions over $170,000, the based penalty is capped at $250,000. (Thus, if OFAC
determines that the value of a transaction is $40,000, the badty pehde $50,000; if
it determines that it is $200,000, the penalty will be $250,000, if it datesnthat it is
$1,000,000, the penalty still will be $250,000.) A voluntary disclosed "egregious"
violation could result in a lower base penalty than a non-egregiousisiothat was not
disclosed. In contrast, if voluntary disclosure had occurred, OFAICaggess a base
penalty of half the transaction amount (not half the fixed penaapped at $125,000.
(Some practitioners have pointed out that this is roughly the serthe penalty that
would have been imposed, before the new Guidelines, for self-reported violations.)

Once these base penalties have been set, they can be subjectitastgfitets.
Where there was no voluntary disclosure, but the violator has shobstastial
cooperation, the above penalties can be reduced by 25 percent to 40 perdeht—an
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even more than that if there was voluntary disclosure. Additionaib;time violation
penalties can be reduced by up to 25 percent, depending on whether thererhad bee
prior "caution” or "warning." However, the traditional ruleagplying only a five-year
"look back period" for prior violations (without taking into account those rotdan
five.years) reportedly only applies now to banks, not to other comparesmpact of

past penalties does not expire with the statute of limitatidimés may be an oversight,
and we advise those commenting to address it.

Before the new Guidelines were promulgated, OFAC occasionally issued
"warning letters" to violators, in cases where it had decidedathietiation had occurred,
but there was little point in imposing a penalty. Practitionexs feccasionally been
surprised by OFAC decisions in this regard, sometimes pleasartiyetisnes
unpleasantly. It is difficult to generalize past practidbeothan to say OFAC issued
warning letters in far fewer than 95 percehthe voluntary disclosures submitted (as the
Commerce Department practice has been), or even greatmnizye (as the State
Department practice has been). A violator would have been mongetikedceive only a
warning letter if the violation did not involve a lot of money, if thera leen a
voluntary disclosure, and if the violator had taken steps to cdimecsituation upon
discovery. Warning letters were not deemed final agency actions, hpwaeddherefore
a recipient had no opportunity to respond meaningfully to OFAC’s finding that a
violation had occurred.

The new Guidelines continue the provision of non-penalty actions, with ¢haf us
"Cautionary Letters" and "Findings of Violations." Cautionaryelest are to be issued
where OFAC has found insufficient evidence of violation. Although thésgdevill not
constitute final agency action and so will not be published, they wittdpied to other
federal regulatory agencies. It is a good practice for retgi® respond for the record
to state their side, and to copy their regulators as well.

Where there is sufficient evidence of violation, however, but OFA$D al
determines that imposition of a monetary penalty would be inapproprig&C @ow
will issue a Finding of Violation. The Finding of Violation is a famotice from
OFAC that a violation has occurred, but the entity is not being petalirecontrast to
the "warning letters" of prior OFAC practice, however, a Findifigviolation does
constitute final agency action, affording the violator the righteispond and appeal. It
may be prudent to respond to such actions because they become parpearinthaent
record.

The new Guidelines also reiterate OFAC’s openness to negotiated setfieme

Negotiations can be protracted, however, and OFAC states thdt askifor
waivers of limitations periods where indicated in order to contingmtregion. Most
companies agree to grant such waivers because negotiated sestleswalty neither
admit nor deny liability, and if one is not willing to waive the watof limitations,
OFAC will likely issue a penalty notice. It also points out timere are heavy penalties,
up to $50,000, for failure to provide information; several thousand dddargilure to
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file reports of blocked property; and $5,000 for failure to maintainiredjuecords—and
$10,000 for repeat violations.

Note that the new Guidelines, like those they supersede, do noftgxdkscribe
how the existence of a violation is initially determined. Ratlieey addressed the
calculation of penalties for violations once it has been decidedhthaiolations have in
fact occurred. The incrementally more detailed description of this calglus in the
new Guidelines might well make it easier for the practitioner taliptehe amount of the
penalty that would ensue from a voluntary disclosure. They shed litte ligét,
however, on situations where one needs to predict whether OFAGe&m a violation
has occurred in the first place. (In practice, we have foundQRAIC does mitigate
when the application of the regulations is unclear.) The lowaximum penalties in
voluntary-disclosure cases, where formerly these penalties wieirgct@on only of the
value of the transaction, might make voluntary disclosure a maetate option for
violators, but not one free of uncertainty and risk. Also, the newtenledistinction
between "egregious" and "non-egregious"” violations is not unwelconthe fpractitioner
representing the inadvertent violator, but where the line ielleeen the two categories
is still hard to discern.

The publication of these Guidelines is commendable and helps makemecis
making and factors for penalty negotiations more transparent, everhttimaigloes not
result in OFAC practice always being clear.

*kk

We hope you find this memorandum useful. Please let us know if we @adegr
additional information on these or other matters affecting your business.

Raymond F. Sullivan, Jr.

Shareholder
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Washington D.C. 20004
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