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The Big Fight: Relevance vs. Privacy

• Social Media and other internet posts can be protected from public
viewing in a number of different ways, none of which automatically
invalidate a properly issued subpoena. When relevant material is
subpoenaed, on what basis can a motion to quash prevail?

• First Amendment concerns
• Privacy concerns
• Lack of statutory guidance
• Shifting jurisprudence
• Policies & work rules 



Criminal Cases

• Chelsea W., while on probation for another crime,
posted a picture on Facebook of her fanning out
dozens of $20 and $50 bills. Posting was used to
revoke her probation (she couldn’t explain the
source of the cash), and ultimately led to charge her
with sex trafficking.

• In July 2011, trial of gang members, prosecutors
relied on postings and pictures to establish existence
of a gang and to elevate charges against
defendants.

• A federal intimidation charge is pending against a
Hells Angels member who threated a juror by
“poking” her on Facebook.
• Judge refused to revoke the defendant's bail.



Criminal Cases (continued)

• Hours after her involvement in a fatal accident which killed a
popular teacher, the defendant began posting on Facebook about
the accident and professing her innocence. Friends responded by
urging her to stop drinking.
• Defendant now charged with DUI and vehicular homicide.

• “As long as there have been criminal trials, the best evidence has
always been considered to be ‘What did the defendant say in his
own words,’” – William Hochul, U.S. Attorney for the Western
District of New York.

• “The first thing I tell my clients is, ‘Do you have a page? What’s the
password? I’m taking it down.” - Criminal Defense Lawyer James
Nobles.



Relevance In Civil Cases

• EEOC v. Simply Storage Management: federal court upheld a
subpoena of social media information issued in a sexual harassment
suit. Court held that locking platform from public does not prevent
discovery of information, and that “. . . any profiles, postings or
messages (including status updates, wall comments, causes joined,
groups joined, activity streams, blog entries. . .” were discoverable.

• Crispin v. Chriustain Audigier, Inc.: federal court held plaintiff had
standing to quash subpoenas served on social media platforms
because plaintiff had a “personal right in information in his or her
profile and inbox on a social networking site . . . in the same way
that an individual has a personal right in employment and bank
records.” Court relied on Stored Communications Act, holing that
webmail and messaging were inherently private forms of
communication.



Relevance In Civil Cases (continued)

• Largent v. Reed:  Chain reaction automobile accident case in which 
motion to compel social media information was granted.  Court 
held:
• Relevance & Discoverability:  “. . .it is clear that material on 

social networking websites is discoverable in a civil case.”  Court 
held same discovery rules and principles should be applied.   

• Privacy:  “. . .no general privacy privilege” protects postings or 
other social media information.

• Stored Communications Act:  Court (distinguishing Crispin) held 
subpoena issued to person and not entity changes analysis (“She 
[defendant] cannot claim the protection of the SCA, because 
that Act does not apply to her.”) 



Relevance In Civil Cases (continued)

• Robinson v. Jones Lang Lasalle Americas, Inc.: federal court in
Oregon held emails, text messages, and social media content all
discoverable, but focused on scope of discovery requests.
• “As Simply Storage recognized, it is impossible for the court to

define the limits of discovery in such cases with enough
precision to satisfy the litigant who is called upon to make a
responsive production.”

• “Nevertheless, the court expects counsel to determine what
information falls within the scope of this court’s order in good
faith and consistent with their obligations as officers of the
court.”

• August 2012 Opinion.
• Seems to represent consensus approach.



What’s Next In Courts?

• Supreme Court declined this year to clarify on
what grounds schools may punish students for
off-campus online speech. The issue presented
dealt with whether public schools may discipline
students who, while off campus, use social
networking sites to mock school officials.
• Lower courts all over the map as they

struggle with Vietnam War-era First
Amendment precedent addressing on
campus speech, which predates internet.

• Is harmful student expression akin to yelling
“fire” in a crowded theater? When is that
the case, and when is it not?

• Not like employment cases where NLRA’s
Section 7 has huge impact.



Predictions

• Look for a continuing increase in the use of social media evidence
in courts. This trend is likely to become the norm, much like e-
discovery rules.

• Expect increased statutory guidance on extent of privacy rights.
But, will this be governed by states or will rules of civil procedure
be amended to standardize approach? What about federal
legislation?

• Look for an increase in cases focusing on students’ rights and
defining general First Amendment law governing internet postings.

• Expect same result with discovery rules and precedent that
accompanied email communications (i.e., if it would be
discoverable as a paper document, it will be held discoverable on
internet).

• How will these developments impact NLRB’s position on Section 7
rights and employers’ use of social media as basis for discipline?



What Guidance, if Any, Do We Have Already?



What do we know?

• Social media can be an excellent research tool for attorneys 
handling contested matters. Reviewing sites like Facebook, LinkedIn 
or YouTube can uncover valuable (and embarrassing) information 
about the other side and its witnesses.

• However, lawyers who use social media sites for research must be 
wary of potential legal ethics traps. ABA Model Rule 4.2 forbids 
communication with a person represented by another attorney, and 
this sometimes prohibits access to social media posts. If a social 
media post is publicly available—like a blog or an ordinary 
webpage—an opposing attorney can access the post, according to 
the reasoning of the Oregon State Bar Association in Opinion No. 
2005-164 (August 2005).



Friending the Enemy!

• If an attorney (or attorney's agent) must interact with a represented party 
to gain access to the party's social media post the situation is different. 
Suppose, for instance, a lawyer seeks to friend an opponent represented by 
counsel to access that opponent's Facebook page. This communication 
between the lawyer and the opposing party would violate Model Rule 4.2, 
according to Oregon State Bar Opinion No. 2001-164 (January 2001).

• To what extent can an attorney use subterfuge to convince an individual to 
grant access to his otherwise private social media posts?
• Model Rule 4.1(a) forbids a lawyer from making "a false statement of 

material fact or law to a third person," and Rule 8.4(c) forbids a lawyer 
from engaging "in conduct involving dishonesty, fraud, deceit or 
misrepresentation." Both of these rules are violated when an attorney 
friends an individual under false pretenses, according to ethics opinions 
from the New York City Bar Association and the Philadelphia Bar 
Association.



Ethics of Using Social Media During Case 
Investigation and Discovery

State bar associations are beginning to tackle the ethical dilemmas 
arising from the discovery of “statuses,” names, photos, comments, 
and “friends.” Among the many model rules that may be violated when 
an attorney uses social media during case investigation and discovery, 
the most common include:

• Rule 1.6 Confidentiality of Information
• Rule 4.1 Truthfulness in Statements to Others
• Rule 5.3 Responsibility Regarding Nonlawyer Assistant
• Rule 8.4 Misconduct



• As a general rule, attorneys may access and review the public portions of a 
party’s social-networking pages without facing ethical repercussions. This 
rule was applied in State ex. Rel. State Farm Fire & Cas. Co. v. Madden
where the Supreme Court of West Virginia held that lawfully observing a 
represented party’s activities that occur in full view of the general public is 
not an ethical violation.

• It is ethical for a client to provide his or her attorney with the client’s login 
and password to let the attorney research using social media as long as the 
attorney is passively browsing and not directly communicating with other 
members. This behavior is deemed ethical because the attorney is only 
accessing information already available to the client and is acting as the 
client’s agent. 28 Santa Clara Computer & High Tech. L.J. 31, 64–65 
(2011). (However, attorneys should be cognizant of possible violations of 
the social-networking website’s terms of use.)



Reliable Guidance is…still all Over the Map.

• An even more difficult question is 
whether an attorney may contact a 
non-client to gain access to the non-
client’s private social media. (This 
process is often done by “friending” 
the non-client on Facebook). Two 
notable authorities—the New York 
City Bar Committee on Professional 
Ethics and the Philadelphia Bar 
Association Guidance Committee—
are in disagreement.



What about jurors?

• More than half the state and federal courts now have jury instructions 
that at least make a passing mention of the internet when advising 
jurors or prospective jurors on the prohibition of performing outside 
research or discussing an ongoing case.  

• California passed a new law, AB141, which went into effect on January 
1, 2012, that make a willful violation of the prohibition on research or 
use or social media punishable by not only civil contempt, but also 
makes it a misdemeanor.  Cal. Civ. Proc. Code s. 611; Cal. Penal Code 
s. 1122. 

• Indiana courts require the bailiffs to collect and store computers, cell 
phones, and other electronic communications devices prior to 
deliberations.  

• Why does is matter is a juror is blogging, tweeting, or checking social 
media during a trial?



Are there rules for Judges?

• Ethics opinions vary as to whether it is okay for a judge to “friend” a 
lawyer on a social media networking site.  

• South Carolina ruling says it is okay as long as there is no discussion 
of anything relating to the judge’s position.

• Florida ruling determined that judges may not “friend” lawyers on 
Facebook and vice versa, as it creates an inappropriate appearance. 

• What guides these rulings? 



Judges, like lawyers, have a Model Code of Conduct 
they must follow.
A 2011 article from the ABA lists key considerations for Judges and the 
Model Rules that might be implicated:

• A judge must maintain dignity in every comment, photograph and other information 
shared on social networking sites (Rule 1.2, Promoting Confidence in the Judiciary).

• A judge should not make comments on a social networking site about any matters 
pending before the judge — not to a party, not to a counsel for a party, not to 
anyone (Rule 2.9, Ex Parte Communications).

• A judge should not view a party’s or witnesses’ pages on a social networking site and 
should not use social networking sites to obtain information regarding the matter 
before the judge (Rule 2.9, Ex Parte Communications).

• A judge should disqualify himself or herself from a proceeding when the judge’s 
social networking relationship with a lawyer creates bias or prejudice concerning the 
lawyer or party (Rule 2.11, Disqualification).

• A judge may not give legal advice to others on a social networking site (Rule 3.10, 
Practice of Law).

• A judge should be aware of the contents of his or her social networking page, be 
familiar with the social networking site policies and privacy controls, and be prudent 
in all interactions on a social networking site (“common sense”).



How do rules relating to lawyers and judges impact you?

• While there are not specific rules or 
statutes, YET, addressing how you 
utilize social media in relation to 
legal issues, the rules guiding 
lawyers and judges should be used 
as a guide to what is proper or 
improper. 

• For example, if it would be 
improper for your lawyer to utilize 
social media in a certain way, it is 
also improper for your lawyer to 
ask you to do so.  



Questions, Comments, Discussion…
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