OUR PRACTICE

Biometrics

Biometrics has rapidly become ubiquitous in our daily lives and will continue to proliferate at an
astonishing pace moving forward. In response, lawmakers have sought to pass new, targeted laws that
would impose stringent legal obligations and restrictions on the collection and use of biometric data,
many of which also contain private rights of action. Regulators are also now seeking to police
improper biometrics practices as well. To further complicate matters, enterprising plaintiffs' attorneys
have attempted to stretch the contours of current laws with fairly reasonable success, creating
tremendous liability exposure for even small-scale uses of biometric data. Thus, ensuring legal
compliance through comprehensive, enterprise-wide biometric privacy compliance programs and
strategic risk management measures is essential to mitigating the outsized legal risks that arise when
leveraging the benefits of biometrics in commercial operations.

To support the significant need for guidance on the implementation and use of cutting-edge biometric
technologies, Baker Donelson maintains a robust, multidisciplinary Biometrics practice. Our Biometrics team
members provide skilled yet practical advice on utilizing biometric tools and systems in a manner that
maximizes benefits, while also maintaining compliance with the law and mitigating associated legal risks. They
are also experienced in aggressively defending class action claims involving alleged noncompliance with
today's patchwork of biometric privacy laws.

Our Team

Our Biometrics Team brings together a wealth of experience across a myriad of practice areas, including data
privacy, artificial intelligence (Al), emerging companies, labor and employment, litigation, and technology,
among others. Our lawyers have intricate experience with the full range of biometric privacy laws and
regulations at the municipal, state, federal, and international levels. Our team includes the author of Biometric
Data Privacy Compliance & Best Practices found on LexisNexis®, as well as a number of Certified Information
Privacy Professionals (CIPP/US and CIPP/E). We regularly advise clients ranging from startups to Fortune 50
organizations across a wide variety of industries, including communications, financial services, health care,
real estate, retail, food, eyewear, entertainment/sports, and technology.

Baker Donelson's Biometrics Team devotes significant time and resources to staying abreast of new and
emerging biometric technologies introduced for commercial use. We help clients anticipate and prepare for
new compliance requirements and legal and regulatory changes by studying recent legal decisions impacting
the use of biometric data and monitoring legal trends, pending legislation, and other legal developments.

Our Services

o Regulatory Compliance. We provide skilled regulatory counseling on the full range of biometrics
laws in existence, including the lllinois Biometric Information Privacy Act (BIPA), Texas Capture or
Use of Biometric Identifier Act (CUBI), Washington's HB 1493 biometrics law (HB 1493), Portland's
private-sector facial biometrics ordinance, New York City's "commercial establishments" biometric
identifier information ordinance, and the New York City Tenant Data Privacy Act (TDPA). We also
advise clients on the use of biometric data so that they are in compliance with emerging U.S. state
privacy laws and the EU General Data Protection Regulation (GDPR). In addition, we provide
guidance on regulatory compliance pertaining to the Federal Trade Commission's (FTC) increased
focus on policing commercial biometrics practices, especially with respect to facial biometrics.
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o Proactive Risk Management and Strategy Development. We advise clients on how to manage and
mitigate the growing legal risks that arise when using biometric data, such as data retention and
destruction best practices, class action litigation readiness, employee training, and internal policies
and procedures. We also advise on novel and challenging liability stemming from unique issues such
as marketing materials and potential mass arbitration.

o Product Counseling. We counsel clients as they bring new biometrics-powered products and
services to the market. As product counsel, we work closely with clients' business and legal teams in
the development and launch of new products and services. We also continue to provide ongoing
advice and support in connection with new legal obligations and other relevant developments
throughout the product lifecycle.

o Compliance Program Development. We partner with clients to proactively manage risk through the
development of comprehensive, enterprise-wide biometric privacy compliance programs for all types
of technologies and forms of data. We also work with clients to strengthen and enhance existing
biometrics compliance programs by completing audits of current programs; developing remediation
plans to address and eliminate compliance gaps; preparing modifications and updates to
organizational privacy policies, notices, and consents pursuant to such remediation plans; and
advising on the development and implementation of additional practical measures to facilitate
ongoing compliance with future biometric privacy laws.

o Policies, Procedures, and Related Disclosures. We regularly develop detailed, complex online
biometrics disclosures, including biometrics-specific privacy policy language, notice and consent
clickwrap language, terms and conditions, online arbitration provisions, and class action waivers. We
also advise on the design, layout, appearance, and content of clickwrap agreements for all types of
online contracts to ensure enforceability against customers and other website visitors. We conduct
compliance audits and gap analyses of online privacy policies, notices, consents, and related
biometrics-specific disclosures, as well as the remedial modifications and updates necessary to
achieve compliance.

¢ Technology Transactions. We draft and negotiate complex multiparty technology contracts
involving biometric data use and related biometric privacy considerations, including SaaS agreements
and license agreements, as well as a variety of other privacy-related contracts. We also provide
guidance and counseling on items such as benchmarked considerations to clients involved in
negotiating technology contracts that implicate biometric technologies and/or biometric data, as well
as guidance on existing agreements implicating biometrics.

e Class Action Defense. We have deep experience in litigating biometric privacy (and other types of
privacy) class action disputes, including successfully defending complex, bet-the-company BIPA
class action lawsuits.

i’ Representative Matters

Results may vary depending on your particular facts and legal circumstances.

Compliance & Risk Management Counseling - Technology

o Assisted two facial biometrics technology developers in preparing consumer-facing materials
addressing the most common and significant misconceptions regarding facial recognition solutions.

o Advised digital identity verification technology companies on global expansion strategies in
connection with their entrance into the U.S. gaming market to supply age and identity verification
solutions to sports betting, internet gaming, and fantasy contest operators.
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Advised a national video market platform developer on compliance obligations and risk management
considerations in connection with the development and rollout of enhanced Al product functionalities.
Completed a comprehensive biometric privacy risk analysis of one of world's largest building
technology, software, and services entity's Al facial biometrics customer demographics software
solution; advised on biometric privacy compliance and risk mitigation strategies during the design
phase of software solution.

Drafted a template enterprise software license agreement, DPA set, and EULA for the world's leading
face biometrics technology company.

Advised a global identity assurance software provider in the negotiation of a SaaS agreement with a
financial institution.

Compliance & Risk Management Counseling - Manufacturing

Advised a global automobile ride dynamics product manufacturer on consumer privacy compliance
obligations applicable to the collection and use of vehicle sensor data for analytics purposes.

Advised a global chemical products manufacturer and distributor on biometric privacy compliance and
risk mitigation issues in connection with the implementation of a fingerprint identity verification system
at U.S. facilities for the purpose of compliance with the U.S. Coast Guard Transportation Worker
Identification Credential (TWIC) Reader Rule.

Compliance & Risk Management Counseling - Financial Services

Prepared online terms of use for a national financial institution regarding mobile app facial and
fingerprint biometrics multifactor authentication features.

Advised a national financial institution in the negotiation of a SaaS agreement with a customer call
center service platform supplier.

Compliance & Risk Management Counseling - Food/Retail

Developed numerous enterprise-wide compliance programs for companies across a diverse range of
sectors, including the world's largest global portfolio of online dating services, a school digital media
management platform provider, a vehicle ignition interlock device manufacturer, multiple national
financial institutions, multiple international cosmetics brands, a national eyewear brand, and a
national linens provider.

Conducted comprehensive audits and risk analyses of several international and national cosmetic
and eyewear brands' biometric privacy programs pertaining to the use of facial biometrics online
virtual try-on (VTO) tools, developed remediation plans to eliminate compliance gaps, and advised on
measures to facilitate ongoing legal compliance.

Advised a national eyewear retailer on biometric privacy- and intellectual property-related compliance
and risk mitigation issues pertaining to the implementation of an open source software as part of an
in-store eyewear VTO tool offered at physical retail store locations.

Advised national eyewear retailer on biometric privacy legal and liability exposure risks stemming
from marketing materials touting benefits of next-generation facial biometrics online VTO technology.
Provided ongoing advice and guidance to the world's largest multinational eyewear retailer on
biometric privacy legal risks, liability exposure, and related issues following the initial rollout of the
enhanced facial biometrics online eyewear VTO tool.

Drafted and negotiated a SaaS agreement and DPA for a national eyewear brand in connection with
the procurement of online technology platform services.

Conducted an audit of a national fresh salad producer's use of employee fingerprint time and
attendance system and advised on strategic measures for addressing compliance gaps and
achieving compliance with current and future biometric privacy laws.

Advised a national convenience store and gas station chain on biometric privacy compliance and risk
mitigation issues in connection with the implementation of facial biometrics and Al frictionless
checkout systems in physical store locations.

Advised a multinational pizza chain on the scope of legal obligations and associated risks under
global biometric privacy laws and related emerging U.S. privacy laws governing the collection and
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use of sensitive biometric data; provided guidance on biometric privacy legislative proposals and
potential implications on compliance obligations and associated risks.

e Advised a global consumer-to-consumer online marketplace in the negotiation of a SaaS agreement
with an identity verification software supplier.

e Advised multiple clients on BIPA and associated biometric privacy legal risks pertaining to the use of
in-store video customer engagement analytics solutions to evaluate customer behavior and
interactions in retail stores and measuring the impact of the same on business outcomes.

Compliance & Risk Management Counseling - Other Industry Sectors

e Prepared a comprehensive suite of internal biometric privacy policies for a national security firm in
connection with a fingerprint employee access control system; advised on the implementation of
internal biometrics policies to achieve compliance.

e Advised a leading multifamily real estate company on compliance obligations pertaining to the use of
a selfie ID facial biometrics identity verification solution.

e Advised an NFL franchise on compliance obligations and risk management considerations in
connection with the implementation of a biometric security and access control solution at its home
venue.

Class Action Litigation Defense

o Obtained a dispositive, voluntary dismissal of a national eyewear brand in a putative BIPA class
action involving a biometric eyewear VTO tool within 48 hours of being retained to defend the matter
through informal discussions with opposing counsel.

o Obtained a dispositive, voluntary dismissal of a national eyewear brand in a second putative BIPA
class action involving a biometric eyewear VTO tool through informal discussions with opposing
counsel.

¢ Obtained a dispositive, voluntary dismissal of an international cosmetics brand in a putative BIPA
class action involving a biometric cosmetics VTO tool through informal discussions with opposing
counsel.

¢ Obtained dispositive dismissal of national party store chain in putative BIPA class action involving
employee fingerprint time and attendance system.

e Represented aerospace turbine manufacturer in two putative BIPA class actions involving fingerprint
time and attendance system.
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