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Whether based on a whistleblower complaint or because you are subject to an inquiry from a governmental
agency, a company faced with potential employee misconduct must perform an internal investigation. The
goals of an internal investigation are to understand the nature and scope of the issue(s) and to take necessary
remedial action promptly. To be truly effective, an organization should aim to achieve these goals while
minimizing the impact on the company's routine business operations.

Unfortunately, companies often inadvertently overlook certain issues in this process, which can result in an
ineffective investigation and may pose additional litigation risks for the company.

Here is a list of five factors often overlooked when conducting an internal investigation:

1. Understanding the scope of the investigation and the resources available to carry out the
investigation

Let's say that your company receives a complaint from a whistleblower that identifies only one seemingly-
rogue employee. Before limiting the scope of the investigation to just one focus, the investigative team should
consider whether management or senior executives might have known about and sanctioned this alleged
misconduct. If senior executives and/or managers appear to have been involved, the investigative team should
request a special committee comprising of independent directors of the Board to authorize a more expansive
investigation. To be most effective, the investigative team should include outside counsel, forensic accountants
and additional professionals as necessary. Their work plan should contain a protocol for controlling the flow of
information to potentially-implicated senior management before the investigative team has had a chance to
interview them.

An investigation can also be rendered ineffective if the investigative team is not given adequate resources. To
be sure that it has the resources necessary to conduct a diligent and thorough investigation, the investigative
team should include a reasonable estimate of anticipated costs in its work plan, which should then be
presented to the independent committee of the Board of Directors for approval.

2. Making efficient and effective use of resources

The costs of an investigation can spiral out of control if not diligently managed. To control costs, the
investigative work plan should consider the use of technology and tools available to sift through the necessary
information, which typically involves a massive amount of data. To properly review this information in an
efficient and cost-effective manner, the investigative team will need to evaluate the quality of data collected,
verify the accuracy of the figures, identify anomalies and deviations in data patterns and organize and
summarize the data sets into meaningful information for the business. Moreover, the team should frequently
discuss the results of its data analysis and allow for the reality that its initial investigative strategy might have to
be adjusted.
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3. Adequately planning for the possibility of a disclosure to the government

The investigative team should assume that the government may be skeptical about the objectivity and
thoroughness of their investigation. For instance, if the company decides to conduct an internal investigation
without hiring outside counsel or forensic accountants, the results may be viewed as inadequate, self-serving
or designed not to truly reveal improper conduct. Disclosure to the government should clearly articulate how
the investigation was independent, thorough and impartial. It should also highlight how the investigative team
engaged in a root-cause analysis and should set forth the steps taken by the company to reduce the risk of
recurrence. Be prepared to provide a list of remedial actions taken by your company, such as the
improvements made to your compliance plan.

4. Adequate protection of the attorney-client privilege and attorney work product

When an internal investigation is conducted by outside counsel in tandem with in-house counsel, email and
oral communications should be clearly marked as “privileged,” “confidential” and “made for purpose of
providing legal advice to the company” to properly protect attorney-client privilege. Forensic accountants and
other outside professionals who participate in the investigation should also be engaged by outside counsel
under the attorney-client privilege. As such, they should label all of their spreadsheets, reports, notes and work
papers as attorney-client privileged/work product. When the company decides to make a voluntary disclosure
to the government, general counsel and the investigative team need to confirm that only the facts are being
presented and any mental impressions or legal conclusions are omitted. Similarly, the company's public
messaging to investors, employees, customers or outside vendors should not include attorney-client privileged
material or work product.

5. Fully appreciating the risks that the allegations pose for the ongoing, lawful operation of the
business

From an organizational perspective, keeping the business running smoothly while an investigative team
conducts its investigation is a major challenge. For example, let's say a pharmaceutical company conducts an
investigation involving allegations that their Northwest sales force paid kickbacks to physicians in order to
induce them to prescribe a certain drug to Medicare beneficiaries without regard to medical necessity. The
investigation unearths credible evidence that a senior-level sales manager orchestrated the scheme and it was
carried out by many members of his team. In this case, the company must now determine how to continue
doing business in that region while the investigation is ongoing without potentially exposing itself to greater
liability. To do so, the company should consider bringing in key managers from other regions and other
unaffected parts of the business and leverage their experience to maintain ongoing operations in the area
under investigation. A unified and consistent message should also be developed with outside counsel for
employees, customers and suppliers to reassure them about the sustainability of the organization and its
operations.

Keeping these practicalities in mind during the investigation will help your company reduce costs, minimize
litigation risks and produce a more effective result.
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