OUR PRACTICE

HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) profoundly changed health
care privacy requirements and patient privacy rights. A nearly four-year period of regulatory
rulemaking culminated in the HIPAA transaction and code set regulations that mandate uniform
formats and coding for electronic health care transactions, such as insurance eligibility determinations
and claims presentments and payments. In the move to standardize electronic transactions, the
privacy and security regulations were also federally mandated to regulate the privacy of patient health
data and to require certain entities to implement physical, administrative and technical privacy and
security policies and procedures in order to deter unauthorized access, use or disclosure of oral,
written and electronic protected health information (PHI). With the enactment of the HITECH Act came
an expansion of the HIPAA Privacy and Security requirements and an increase in the potential civil and
criminal penalties that may be assessed. The Breach Notification Final Rules soon followed requiring
certain entities to notify patients, the government and even the media of certain breaches of unsecured
PHI.

Baker Donelson's Health Law attorneys have carefully tracked and mastered HIPAA's intricacies to provide
authoritative counsel to health care clients as they undertake the demanding compliance burdens of the Act
and its rules. The four main categories of these services are:

e Assessing and implementing HIPAA compliance plans, including form documents, on-site visits and
training;

e Providing legal services for covered entities, vendors and service providers (business associates), to
defend patient complaints and mitigate the damage of costly breaches;

e Providing counsel to assist clients in breaches of unsecured PHI notification, reporting and
documentation processes; and

o Defending entities in governmental investigations/actions and private causes of action for alleged
state and federal privacy violations.

i’ Representative Matters

e Successfully defended hundreds of financial institutions, health systems, educational institutions, and
other businesses in data security breaches and the corresponding federal and state law requirements
and investigations; served as regulatory counsel in numerous privacy lawsuits.

e Co-authored thousands of pages of data security policies and procedures, presented lectures at
statewide hospital training conferences and conducted daily help-line services for a hospital
association's HIPAA Privacy and Security Compliance Program.

¢ Implemented Corporate Compliance and Ethics Plans and HIPAA Compliance Plans for several
nursing home chains.

¢ Conducted audits and due diligence reviews for a broad array of clients with regard to compliance
with Medicare standards, HIPAA, fraud and abuse, and 340B Drug Pricing Program compliance.

e Represented clients before the Centers for Medicare & Medicaid Services in connection with
regulatory and policy interpretation issues and billing revocation determinations; the Office for Civil
Rights for HIPAA Privacy Rule investigations and data breach notifications; and the Health
Resources and Services Administration, Office of Pharmacy Affairs, for 340B Drug Pricing Program
compliance.
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o Advised HIPAA Covered Entities and Business Associates in HIPAA Privacy, Security and Breach
Notification compliance and state consumer privacy compliance.

e Represented providers in HIPAA, HITECH, privacy litigation, and related compliance advice.

¢ Navigated client through HIPAA investigation conducted by the HHS Office of Civil Rights.
Investigation was dismissed and no penalties assessed.

o Represented covered entities and business associates with regard to compliance with HIPAA and
HITECH standards, including negotiating service and business associate agreements, preparing
policies and procedures, and analyzing complex transactions and business relationships, including
data supply and related arrangements.

o Represented a medical practice in connection with a HIPAA reportable data breach.
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